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Do we need other low-level controllers?

* Need to perform multiple independent tasks

* Need high-level mechanisms (abstractions) for
reusability

* Need to handle packet events when the
controller does not know how to figure them
out

* Need to properly manipulate switch-level
rules
— Switches have limited space for rules
— Cannot install all possible patterns



Common Abstraction
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» Difficult to develop, test, debug, reuse, maintain

OpenFlow Protocol
Controller-Switches

* Modularity (key concept), a way to slice the traffic NOT the network

* Each module (slice) can control different portion of the traffic



Solution: “Northbound API”

A shift from low-level protocols (Openflow) to high level applications:

Run-time system —<
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» e.g. Frenetic, Pyretic



SDN Languages

Quite different from ordinary ones
Program SDN Control (run-time systems)

A run-time system translates higher level
functions/policies to low-level rules on switches

Each module works on its own abstract view of the
network (topology abstraction)

E.g. Frenetic (implemented in OCaml), Pyretic



Python + Frenetic = Pyretic

Frenetic: an SQL-like query language
SDN Language and Runtime
— Language: Way of expressing high-level policies

— Runtime: Way of “compiling” those policies to
low-level OpenFlow rules

Embodies more sophisticated SDN
applications

Supports modular programming



Primitives (1/3)

e Virtual Packet Headers

— Packet metadata, a unified way of representing
packet information.

For pyretiC: FIELD TYPE EXAMPLE
switch int 4
inport int 3
outport int 2
srcmac EthAddr EthAddr('00:00:00:00:00:01")
dstmac EthAddr EthAddr('00:00:00:00:00:03")
srcip IPAddr, string IPAddr('10.0.1.1"), '10.0.0/24'
dstip IPAddr string IPAddr('10.0.1.2"), '10.0.1/24'
tos int 0
srcport int 80
dstport int 8080
ethtype int 1
protocol int F 4
vian_id int 0

vlan_pcp int 0



Primitives (2/3)
* Predicates

— Expressions/Functions (static or dynamic) to match
traffic policies

— Each module can control a different portion of the
traffic (based on packet-header fields, e.g. source-ip)

For pyretic:

match(f=v): filters only those packets whose header field f’s wvalue matches v
A negates a predicate

A& B: logical intersection of predicates A and B

A | B: logical union of predicates A and B

fwd(a): forward packet out port a

flood():

send all packets to all ports on a network minimum spanning tree,
except for the input port

drop: produces the empty set (mo packet is output)
if_(p,A,B): 1if packet filtered by p, then use A, otherwise use B

split = if (match(dstip=IPAddr('16.6.08.1")),fwd(1),fwd(2))
match(srcip=IPAddr("1.1.1.2")) = - (dstip : )),fwd(1), Fud(2))
match(srcmac=EthAddr("6@:00:08:00:08:01"))
match(switch=4)



Primitives (3/3)

* Composition
— Sequential

* Perform action on one packet, followed by another action in sequence
* E.g.: Load balancing, Routing

— Parallel
* Perform actions on one packet in parallel
e E.g.: Monitor and Routing

» No priorities needed
» Overcome potential interference among actions

For pyretic:
L »» B A’s output becomes B’s input [sequential cﬁmpusition}
L+ B: A's output and B’s output are combined in parallel (e.g., run a

monitoring module in parallel with a routing module, without the need
for sequential composition)
Example:
R = (match(dstip='2.2.2.8") >> fwd(1)) +
(match(dstip='2.2.2.9") >> fwd(2))



How to make a complete application?

We need:
1. Reusable modules that all process the same traffic
(Virtual packet headers)

A proper slicing of the traffic (Predicates)
Module interaction without conflicts (Composition)

Examples of applications

1. Security applications
2. Resource management and control

3. Large virtual switches



Let’s see an example

What is this? Load Balancer

Xl;gé\ N (1/
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(match(srcip=X1,dstip=P)>>mod(dstip=A)>>fwd(1l)) +
(match(srcip=X2,dstip=P)>>mod(dstip=B)>>fwd(2))

What else we have here? Firewa ”
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Traffic Monitoring

Scenario:

group_by=[f1,f2,...1)

Syntax Summary
packets( callback on every packet received
limit=n, for up to n packets identical

on fields f1,f2,...

count_packets(
interval=t,
group_by= [f1,f2,...])

count every packet received
callback every t seconds
providing count for each group

count_bytes(
interval=t,
group_by=[ f1,f2,...])

count every byte received
callback every t seconds
providing count for each group

-Monitor web-traffic requests
-Tcp port: 80

Step1l: @ = packets(limit=1,group_by=['srcip']l)

Step 2: def printer(pkt):

print pkt

@.register_

callback(printer)

Step 3: matchl(dstport=80) >> Q
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XpnuartodoTnon

To TTOpPOV EKTTAIOEUTIKO UAIKO EXEI QVOTITUXBEI OTO TTAQICIC TOU
EKTTAIOEUTIKOU £pYyOU TOU DIBATKOVTA.

To épyo «AvoIKTa AKadnuaikda Madnuara oto MavemoTtiuio KpATng»
EXEl XPNMATODOTATE! HOVO TN VUdIQU OP@UICH TOU EKTTAIOEUTIKOU UAIKOU .

To EPYO UAOTTOIEITOI OTO TTAQICIO TOU ETTIXEIPNCIOKOU Mooy RAUUATOC
«ExtTaideuon kal Ala Biou Mdaenaon» kKdl cuyXpnuarodoTeiTdl atTo TRV

Eupwttdikn Evwon (EupwTTaiko Koivwviko TauEeio) Kal daT1To £BVIKOUC
TTOPOUC.

EMIXEIPHEIAKO MPOTPAMMA
EKNAIAEYZH KAl AIA BIOY MAGHIH — EZ"A
mrrTrTreraera o 2007-2013

=] | Jvepan emoimil
YMOYPTEID NAIAEIAE KAl BPHEKEYMATON EyPnnako KOIMOMIKD TAMEID
Eupiurmciisn Evigan EIAIKH YNHPEEZIA AIAXEIFIEZHE
[Euyprusmaiid Ko Tapmia . :

Mz *r gy prj paredornon T EAvaSac kal e Eupmaikne Ewaang
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2ZNUEIWPA adEI000TNONG

*  To mrapov UAIKG SiaTiBeTal e TOUG OpoUC TNG adeiag xprong Creative Commeons
Avagopd, Mn Eutropikn Xpnaon, Ox MNapaywyo Epyo 4.0 [1] A HeTAyEVETTERN,
AleBvng ‘Exkdoon. ECaipouvTal T QUTOTEAN EPYA TRITLWV TT.X. PUITOYPAPIEC,
OlaypAMMATA KA TT., TQ OTTOIC ERTTEQIEXOVTAI CE QUTO KAl TA OTTOIC QVAQEPOVTA LAl e
TOUC GPOUC XPrCnS TOUS OTO «ZNUEiwua Xpnaong Epywy TpiTwy».

oS0

[1] hitp://creativecommons.org/licenses/by-nc-nd/4.0/

. Qr; Mn Eptropikn opiletal n xpnon:
mou dev mepthapfavel GUECD 1) EUUETO DIKOVOUIKO OdEATG armod T Xprion ToU Epyou, YLd To
Sdlavopsa Tou epyou Kal adelodoxo

— mou dev mepthaup davel okovopikn guvalhayn we mpolnobzaon yia tn xprnon f mpooPacn oto gpyo
— mou dev mpoonopilsl oto Stavouga Tou Epyou kal adew doxo EUEeco owkovolllko odehod (my.
Sradnuiosig) and tnv mpof ol Tou gpyou oz dladilkTuako Tono

* O OIKAIOUXOC MTTOPEI VA TTAPEXE! OTOV ADEIOOOX0 CEXWPIOTA GBEIC VA XPNTILOTTOIE TO
EPYO YIA EUTTOPIKA XPACN, EQOCOV AUTO TOoU {nTNnBel.
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