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What does virtualization look like (informally) ? 
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� Run applications with diverse APIs

� Run different OS instances, on the same hardware platform

� …



Uses of virtual machines

� Multiple (identical) OS’es on same platform

� The original raison d'être

� These days mostly driven by server consolidation

� Interesting variants of this:

� Different OSes (e.g. Linux + Windows)

� Old version of same OS 

� OS debugging (most likely uses Type-II VMM)

� Checkpoint-restart
� minimize lost work in case of crash

� useful for debugging, incl. going backwards in time

� re-run from last checkpoint to crash, collect traces, invert trace from crash

� Live system migration

� Load balancing, Environment take-home

� Ship application with complete OS

� Reduce dependency on environment

� How about embedded systems?
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Virtualization to enable h/w-s/w co-design

� How to co-design/co-develop H/W + S/W for a system ?

� Limited availability

� Bugs in the production environment cannot be reproduced in the 
laboratory

� Difficult to debug on-site

� Narrow time windows

� Sometimes in a dangerous environment …

� Debugging challenges

� Is it a problem in the driver or in the device?

� Is the firmware faulty? Is it wrongly loaded/configured?

� Is the hardware damaged?

� How can we reproduce the bug?

� Do we have easy access to the environment?

� Is it remotely located?
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Writing (and testing) device drivers … without hardware
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[ source: PJ Waskiewicz & Shannon Nelson - Linux Plumbers Conference, 2011 ]



Processor consolidation
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Source: OS course slides by Gernot Heiser – UNSW/NICTA/OKL - 2008



License separation
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Software architecture abstraction
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Dynamic processor allocation

9 Virtualization for Embedded Systems



Certification re-use
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User-configured OS
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Personal + Enterprise environment
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Separate systems code from apps
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Isolation of Personal from Enterprise functions
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Minimal Trusted Computing Base
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Secure payments
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Digital Rights Management … on open device
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IP protection
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Processor consolidation: control + infotainment
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Enterprise vs Embedded Systems VMs
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Isolation vs Cooperation
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Devices in enterprise virtual machines
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Devices in embedded virtual machines
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Inter-VM Communication 
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Inter-VM Communication 
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Need to protect integrity and confidentiality
against internal exploits
Need control over information flow
- strict control over who has access to what
- strict control over communication channels



High safety & reliability requirements 
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Componentization for IP Blocks
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Componentization for Security
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ARM TrustZone
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