NMapouciaon: Cyber Security Awareness
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Cyber Security Awareness: EvoTnTa 2
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Cyber Security Awareness: EvoTnTa 2

NMPooWITTIKA CUOKEUN €ival KABE NAEKTPOVIKI] CUOKEUN TTOU AVAKEI 1
XPNOIMOTTOIEITAI KUPIWG aTTO £va AToo—TT.X. KIvNTO, tablet, popnTog
UTTOAOYIO TG, £EUTTVO POAOI. TNePIEXEl TTPOCWTTIKA dedouEva (QWTOYPAWIES,

uNVUUOTA, AOyaplaououg) Kal ouXva TTpOoaon o€ UTTNPETiEg/epyaaia.
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Cyber Security Awareness: EvoTnTa 2

e Eival o mo ouyxvog otoxoc (phishing, malware, SIM-swap, KAOTIN)
e 'Eva mmapaBiacuévo kivnto/laptop = yEQupa TTPOG ETAIPIKA CUOTHUATA
e KivouvTal TTaviou — £kBeon oe dnuooia Wi-Fi, atrwAgia/kKAoT

e 'EVva¢ OIKIOKOG UTTOAOYIOTAG N KIVNTO PTTOPEI va XpnoiuoTroinBei atrd maidid
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Cyber Security Awareness: EvoTnTa 2

e Ta updates KAgivouv «TpUTTECH AO@OAEIAC TTOU EKUETAAAEUOVTAI Ol
EMITIOEUEVOI

e BeAniwvouv Tnv TpooTacia (antimalware, firewall, secure boot)

e AlopBwvouv oc@AAuaTa TTou PTTopEl va odnyrnoouv o€ diappor) OedoPEVWV

e AvaBabBpuifouv epapuoyég & TTpoypdupaTa odrpynong (drivers) Trou givai
OTOXO!

® 2UYXVA EVEPYOTTOIOUV AUTOUOTA VEOTEPA ETTITTEDA
KPUTTTOYPAPNONG/1I01LTIKOTNTAG

e Mn evnuepwpévn CUOKEUNR = EUKOAOG OTOXOG Yia phishing, ransomware,
account takeovers
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Cyber Security Awareness: EvoTnTa 2

e Evepyorroiw Auto-Update yia Asitoupyikd & eQapuoyEC

o E@QapuOlw KPIOCINEG EVNUEPWOEIGC AUECA: TTPOYPAMMATICW TIC UTTOAOITTEG
EKTOGC wpapiou

e Katepdlw apps povo atro ermionua stores/IoTOTOTTOUC: ATTOPEUYW
‘OTTOOMEVEG” EKDOOEIC

e 2TnV TePITITWON DIKNG JOU OUCKEUNG dNUIoUpYWw dIaPOPETIKO Aoyapliaouo
XPNOTN VIO TA UTTOAOITTA PEAN TNG OIKOYEVEIAGC N YEVIKA O€ TPITOUG TTOU

Exouv TTpOCBacn o€ auTi
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Cyber Security Awareness: EvoTnTa 2

® 2UYXPOVEC OUOKEUEC UE EVNMEPWHMEVO AEITOUPYIKO oUCTNUA
e EmmAoyn ouyxpovou browser (Chrome, Firefox, Edge)

e ATTOQUYN ETTIOKEWYNG O€ UTTOTITOUG/UN A0PAAEIC I0TOTOTTOUG

@eeCO

e Mn eykatdoTaon aveCEAEYKTWY extensions

Safari Firefox Chrome Edge Opera
Apple Moxzilla Google Microsoft ~ Opera Software
MacOS, i0S MacOS, MS Windows, ~ MacOS, MS Windows,  MS Windows, MacOS,  MacOS, MS Windows,
Linux OS, Android OS  Linux OS, Android OS, iOS, Android OS Linux OS, Android OS
Chrome OS
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Cyber Security Awareness: EvoTnTa 2

o Kputrtoypagnon: To HTTPS kputrtoypagei Ta dedopéva- oto HTTP
TeEPVOUV “plain text” (01To10¢ €ival 0To id10 JIKTUO PTTOPEI va Ta OEI/KAEWEI)

o AkegpaiotTnTa: Me HTTPS 0 evdiaueocog dev uTTopei va aAAAEE! TTEPIEXOUEVO
(injection dla@nuUicewV/KaKOBOUAOU KWOAIKA).

e [vnoidétnTa: Ta moTotroINTIKA TLS atrodeikvUouv OTI MIAAG JE TOV OWOTO
server

o AToppnTo & ZUPHOPpPWON: Melwvel VOUIKO/KAVOVIOTIKO PiOKO

HTTP vs HTTPS

User Insecure Connection Normal HTTP
SSL Certificate
User Encrypted Connection Secure HTTPS
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Cyber Security Awareness: EvoTnTa 2

B | -~ Nepwpépef Kprng - Cret X = +
O '8 www.crete.gov.gr
< Connection security for www.crete.gov.gr
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Verified by: Sectigo Limited

More information

Meppépela v  Evnuépwon~  Epya & Apdoelg~  Wnolakég Ynnpeoleg v Emuke

3 | Just Deployt! ( x [k \
O & Not Secure grserver.gr

VS ’ rer—
< Connection security for test.linuxzone571.grserver.gr

& You are not securely connected to this site.

Your connection to this site is not private. Information you
submit could be viewed by others (like passwords, messages, )
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More information
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Cyber Security Awareness: EvoTnTa 2

& | & Warning:Potentit secur x | +

C G Not Secure 1e571.grserver.gr

\_

Warning: Potential Security Risk Ahead \

Firefox detected a potential security threat and did not continue to test.linuxzoneS71.grserver.gr. If
you visit this site, attackers could try to steal information like your passwords, emails, or credit card
details

Go Back (Recommended) Advanced...

testlinuxzoneS71.grserver.gr uses an invalid security certificate.
The certificate is not trusted because it s self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue j
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Cyber Security Awareness: EvoTnTa 2

o “Exel AoukeTdaKI Gpa gival aoPaAEg site” — To HTTPS dev eyyudral
agIOTTIOTIA TTEPIEXOUEVOU.

5 | University offrete - Official \ X = +

O '8 uok.edu.gr

< Connection security for uok.edu.gr Application period

& You are securely connected to this site.

B | University of Crete - Official \ X +

(¢] O B uokedugr
Application period for Fall 7 124-2025 is now open | Apply Now

! University of Crete About Academics Research CampusLife Admissions Contact
BN NaveTiaTio KpTG

Excellence in Education &
Research since 1973

A leading public research university in Greece, committed to
academic excellence, innovation, and societal impact.
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Cyber Security Awareness: EvoTnTa 2

e Cookies: emiTpETTOUV TNV ATTOBAKEUCN TTANPOPOPIWYV =P XPACIUA OAAG Kl
mMOAVWC KATAXPNOTIKA
o Session vs persistent cookies
e Pop-ups: ouxvd NEOO €€ATTATNONG — VA PNTTAOKAPOVTAI
o Malvertising yéow pop-ups
e Extensions: va eykaBioTtavrtal HOVO ATTO £YKUPEG TTNYEC
o EAgyx0G DIKAIWUATWY KAl XPAONG TTPIV ATTO EYKATACTAON
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Cyber Security Awareness: EvoTnTa 2

e Ti gival: HAeKTpOVIKA pnvUlaTa TTOU OTEAVOVTAl JEOW DIKTUOU PETACU
Movadikwy dleuBuvoewy (TT1.X. onoma@uoc.gr)

e [aTi eival onuavTiké: [ priyopn, TTAYKOOMIA ETTIKOIVWVIA PJE XapuNAO
KOOTOG KaI ATTOOEIKTIKO I0TOPIKO

e XpNRoeig: ETTayyeAPATIKN ETTIKOIVWVIA, TTPOCWTTIKA ETTIKOIVWVIQ,
eCUTTNPETNON TTEAATWV, ETTIBERAIWOEIC/EIDOTIOINCEIC, EYYPOAPEC OE
UTTNPETIEG, EVNUEPWOEIG
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Cyber Security Awareness: EvoTnTa 2

1 Phishing and 2 Email spoofing & brand
spear-phishing impersonation

Data breaches

COMMON
EMAIL
SECURITY
THREATS

5 Man-in-the-
middle attacks

7 Ransomware 8 Weak passwords
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Cyber Security Awareness: EvoTnTa 2

e [lpoooxn oc:

» ATTOOTOAEQ TTOU O€E YVWPICETE
* OpBoypaPikd AGBn

« 2Uvdeapoug ue utromrto URL
» ETTIouvaTTOpEVa apxeia

* Aiobnon "etreiyovrog"

e MHN matare auéowg — EAEYETE TTPWT
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Cyber Security Awareness: EvoTnTa 2

[ 21508 i Siet % P EBE. — —

assword Reset Request

Microsoft <noreplf@microsoft.coms

® To Pnmiga®

rnicrosoft.com
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Cyber Security Awareness: EvoTnTa 2

Re: Your Photos and Videos will be deleted - Take Action!__ 207937394 © spam a

a Verification 4 opemnny@ithn.ojlvouhhred.us i w615 : 2, Nov2, 10PM (4

Why is this message in spam? This message is similar to messages that were identified as spam in the past.

Report not spam fo]

Your Storage Is Full

Learn more

14.99 GB of 15 GB (99%) used ©)
@ Google Drive 10.91GB
@ Gmail 4.08GB
Google Photos 0GB

Free 50 GB Upgrade Available

Y 0 receive 50 GB for

free on Sud Drive to |

Claim 50 GB for free
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Cyber Security Awareness: EvoTnTa 2

(pvavilis) your package® is out for delivery ## o span « a
a DHL fgpelz@dteb.k]bfovkiqo.usa 729462 (sont by Tusted S TR S &
Whyls th similar to messages inthe past.

o

Your Package delivery Notification ID #12521813 - 136 2

TRACKING ID 51261667026747 TRACK >

i, We were unable to deliver your parcel as there was
10 one present to sign for the delivery.

[4 We are here to inform you that we need an address
confirmation to reconfirm the parcel shipping

 Reply « Replyall o Forward
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Cyber Security Awareness: EvoTnTa 2

From Admin@csd.uoc.gr & % Reply &fReplyAll v @ Forward & Archive @ Junk @ Delete More v
sysadm@csd.uoc.gr @

9/17/25, 6:38 A
Subject Eidomoinon HelpDesk: O kwb1kog pooBacng Afjyet ofjpepa — Amanteitat evépyeta || csd.uoc.gr || HelpDesk IT

sysadm@csd.uoc.gr O KwdIKOG TIPocPacng Arfyel orjpepa 9/17/2025 6:38:32 a.m. AOYw EVNUEPWOTIG CUCTIHATOG,.
MapakaAoUKE XPNOILOTIONOTE TO KOUKTI TIAPAKATE YIO VA CUVEXITETE HE TOV 810 KAIKO TTpOcRacnG.

Inueiwon: EQv EXETE EVNUEPWOE! TA OTOIXEIO 0OC, TIAPAKAAOUHE ayvor|oTe aUTO To email.

AlaTrpn o) Tou 310V Kw3IKoU

Evnuépwon Kwdikol MpodaPacng
Tpoopaong
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Cyber Security Awareness: EvOr
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+63 910 404 0918

DHL®

'EXETE cVA TIOKETO 0TOV EKTEAWVIOUO,
emeldr 1 SleliBuvon TaXLSPOULKO0
KWK SLlamoTWVETAL OTL SeV iva
£YKUPI. TO TIAKATO B2V ITTONET vaL
TIEPATEL TOV EKTEAWVIOUO, TO TIAKETO
SeopeveTal TIPoowpwd, emBeRawote
TIG TANpodopieg dtelBuvong

r
TAXUSPOMIKOU KWSIKA MECW TOU °
OUVSETHOU EVTOG 24 WPWV. + I I I I I I I V g‘
[ )
https://courierdhl-gr.cc/gr

(Atavtnon Y, HETA KAEIOTE TO PrVUpa
KELMEVOU Kal EVEPYOTIOOTE TO §ava
YLO VA EVEPYOTIONOETE TOV CUVEETHO 1)
UV LyPAy te L0V VUVGEOMO OTO
TIPOYPAUpA Ttepyneng Safari yia va
Tov avoiete.)

'EXETE HLOL UTIEPOXT) HEPA
opada g DHL!

https://courierdhl-gr.cc/gr
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Cyber Security Awareness: EvoTnTa 2
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Cyber Security Awareness: EvoTnTa 2

Man-in-the-Middle
Attacks

Data Theft

»

Unauthorized

’
Access ’ Encryption

Malware Fake
Spread Networks
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Cyber Security Awareness: EvoTnTa 2

e Ta péoa KoIVWwVIKNG dIKTUwONG (social media) ival d1adIKTUAKES
TTAQTQOPUEG OTTOU OI XPNOTEG dNUIOUPYOUV TTPOYIA, ouvdEoVTal UE AAAOUG
Kal JoipadovTal TTEPIEXOUEVO (KEIMEVO, EIKOVEG, BivTeo, (WVTAVEC
METABOOEIC).

e H perdBaon oe smartphones kai dedopéva KIvnNTAG EKTOCEUOE TN XpPNon,
EVW oNpEPa Ta social arroteAoUV BACIKEC UTTOOOUEG ETTIKOIVWVIAC,
EVNUEPWONG, PUXAYWYIaC KAl EPTTOPIOU—E ONUAVTIKEG EUKAIPIEC OAAG KAl
¢NTMOTA IDIWTIKOTATAG I,YouTube B d-gg

Snapchat

|kTok

reddlft
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Cyber Security Awareness: EvoTnTa 2

Identity theft

Stealing personal information
for fraudulent activities

Cyberbullying
Harassment or bullying
through online platforms

Fake giveaways

Fraudulent offers that
lure users into scams

Likejacking
Gaining unauthorized access
by tricking users into liking

Phishing scams

Deceptive messages to
steal personal information

Me m ouyxpnpatodémon = EQII'IA
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Data breaches
Unauthorized access
to sensitive data

Malware

Malicious software spread
through social media

Brand impersonation
Faking a company'’s profile
to deceive users

Affiliate scams

Misleading promotions to
earn commissions illegally

Social engineering

Manipulating individuals into
revealing confidential info
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Cyber Security Awareness
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