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HY436: Modular Network
Programming with Pyretic

Credits: Slides modified from Joshua Reich'’s (Princeton) NSDI 13
talk on “Composing Software Defined Networks”



Running Example Network

SDN Switch

w/ labeled ports

Internet l

\ O
3\E

Servers



Programming in OpenFlow
2:match(dstip=A)[fwd(2)"
Pri(é?i?n% 1:match(* ) [Fwd (1)’
ro)éram 2:match(dstip=B)[fwd(3)"

| |
/ Pattern  Action
Counters foreach rule

- #bites! Epd Ekerso

dstip=A

dstip!=A -3\\

dstip!=B dstip=B



One API, Many Uses

match(dstmac=A)[fwd(2)]

Priority > match(dstmac=B)[fwd(3)]
Ordered match (* ) [fwd (1) ]

t ?
/ Pattern  Action

Switch: MAC/fwd

2/
3\E




One API, Many Uses

match(srcip=0*,dstip=P)[mod(dstip=A)]
match(srcip=1*,dstip=P)[mod(dstip=B)]

/ Pattern  Action

Load Balancer: IP/mod

2/
3\E




But Only Half of the Story

Modular & Intuitive

Programmer : —
Interface Controll - Al lication

?

Controller Platform

LB
sssees

Hardware Flow-Table Rules
(Machine Language)

OpenFlow
(assembly)

Hardware
Interface




OpenFlow Isn't Modular
Balance then Route

match(srcip=0*,dstip=P)[mod(dstip=A)]
match(srcip=1*,dstip=P)[mod(dstip=B)]

Combined Rules?
(only one match)

Balaares w/o
Batarsgthgy!

10



&) Pyretic (Contributions)

Abstracts

Providing

Supporting

2




Compositional Operators:
A Monitoring Load Balancer

i - o (] A
44‘})\ / .

P = 1 44/)\ P E
Module 1:

s J1affiedoth ae-addressed and fowarded
Rew”ﬁ)déﬁﬁe“’r% or B, based on source

Srcip=0

<, iCounted if from source X

12



Topology Abstraction:
A Legacy Gateway Replacement

Legacy
Legacy \_1@4_/ P Core
Ethernet 2 :
Gateway; agtsqlike: * ARP regpqnaer
. LeJAby Aseiein - Hybrid MACHERriter,

» Legacy switch F“goﬂwgzrilagacy router/switch

(ARP or MAC Rewrite)

13



Pyretic’'s Design

« Monitoring Load Balancer
— Encode policies as functions
— Compositional operators
— Queries as forwarding policies

« MAC-Learning Module
— Dynamic Policies

* “One Big Switch” Topology Abstraction
— Extensible packet model

14



Pyretic Drop Policy

Goal: Drop packets (I.e., OpenFlow drop)
Write: drop
Means: eval(drop,p) =

/N \

evaluate given policy on packet resultsin

15



Pyretic Forward Policy

Goal: Forward packets out port a
Write: fwd(a)
Means: eval(fwd(a),p) = {p[outport:=a]}

g

located packet w/ fields for
 switch

* inport

* outport

16



One Pyretic Policy
For Each OpenFlow Action

drop fwd(port) flood mod(h=v)

b

0 1 0,1, or more 1
packets packets packets packets

17



Pyretic Policy

A function mapping a located packet
to a set of located packets

eval(policy,packet) = {packet}

Puts focus on meaning instead of mechanics



Enabling Compositional Operators

Parallel ‘+’. Do both C1 and C2 simultaneously
eval(Cl + C2,p) = eval(Cl,p) U eval(C2,p)

Sequential >>’: First do C1 and then do C2

eval(Cl »>> C2,p) = U {eval(C2,p’)
for p’ in eval(Ci,p)}



Sequential Composition Example

e Code to forward to A ?

match(dstip=A) >> fwd(2)

 The old syntax has been depricated:
match(dstip=A)[fwd(2) ]
dstip=A

/

\E

— ]




Parallel Composition Example

e Code to forward to A or B?

(match(dstip=A) >> fwd(2)) +
(match(dstip=B) >> fwd(3))

dstip=A

3

dstip=B

21



Pyretic program for routing?

( match(dstip=A) >> fwd(2) ;/;//
( match(dstip=B) >> fwd(3) ¥ +

~(match(dstip=A) | match(dstip=B)) >> fwd(1)

dstip=A

dstip!=A -3\\

dstip!=B dstip=B
22



If abbreviation

if ( match(dstip=A), fwd(2),
if ( match(dstip=B), fwd(3) , fwd(1l) )
)

23



Examples

e f1lood

=» Broadcasts every single packet on any inport of
any switch

 match(switch=s1,inport=2,srcip=°1.2.
3.4°) >> flood

=>» Only broadcasts packets on switch s1 input 2
from srcip 1.2.3.4



Querying as Forwarding

packets(limit,[h]) count_packets(every,[h])

Abstract location corresponding to a data-structure
that store packet-data and callback processing routines

b = count_packets(every=1)
b.register _callback(print)
match(srcip=X) >> fwd(b)

25



. . & z/
Monitoring Load Balancer >@§<\IE

~eval(id,p) = {p}
route =
( match(dstip=A) >> fwd(2) ) +
( match(dstip=B) >> fwd(3) ) +
~(match(dstip=A) | match(dstip=B)) >> fwd(1)

b = count_packets(every=1)
b.register callback(print)
monitor = match(srcip=X) >> fwd(b)



INsta
Insta
INsta
Insta
Insta
Insta
INsta
Insta
Insta

Compared to

owmod(5,srci
owmod(4,srci
owmod(4,srci
owmod(4,srci
owmod(4,srci
owmod(3,

owmod(3,

=X & dsti
n=0* & dsti
n=1* & dsti

O O O
11l
U 0T

=X & dstip=A ||

=X & dstip=B,|
)l fwd(2)]
dstip=B,]

dstip=A

owmod(2,srcip=X

owmod(1,*

mod(dstip=A), fwd(2)]
'mod(dstip=A), fwd(2)]
'mod(dstip=B), fwd(3)]
' fwd(2)]

fwd(3)]

fwd(3)]

[ fwd(1)]

] fwd(3)]

N N’ N’ N N N N N N’



Summary: Pyretic Policy Syntax

Check also Assignment for syntax changes
8 Actions

A= drop | fwd(port) | flood | mod(h=v) |
id | push(h=v) | pop(h) | move(hl=h2)

6 Predicates
P::= all packets | no _packets | match(h=v) |
| P&P | (P|P) | ~P
2 Query Buckets
B ;= packets(limit,[h]) | count packets(every,[h])

5 Policies
C:= A | fwd(B) | P[C] | (C|C) | C>»>C

28



New Actions Explained

passthrough
identity function (changed to id)

bush(h=v)

hushes value v to field h

hop (h)

hops value out of field h

move (hl=h2)

pops top value from h2 and pushes
it to hl

29



Pyretic’s Design ‘

« MAC-Learning Module
— Dynamic Policies

30



How Do We Change Policies?

Dynamic policy
a time-series of policies

Phesp,



MAC-Learning Module

Time-series object First packet with unique
e srcmac, switch
class learn(): if (P,C1,C2) = (P>>C1) + ~(P>>C2.

def init(self):
b = bucket(limit=1,[’st*cmac’,’switch’])

b.register callback(dpdate) Defined momentaril
self.policy = floo elihet momentarty

+ fwd(b)
\
piF, S e1s
valueS§iifiRoddicys

) (\Oﬂmnd/iqaegolicy unchanged

if_(match(dstmac=pkt[’srcmacJ],
switch=pkt[’switch’]),

~ fwd(pkt[’inport’]),
If newly learned MAC self.policy)

. /
Forward directly to learned port 32

<€



Pyretic’'s Design ‘

* “One Big Switch” Topology Abstraction
— Extensible packet model

33



Extensible Pyretic Packet Model

Field |[Val|[®

]
srcmac
dstmac
proto /
srcip ,//ijf

7

h__ field

All OpenFlow fields
Location fields
Virtual fields
Stacks of values

— push(h=v)

— pop (h)
— Actions and matches
use (currently) top value

lented pn Op :nFlow by mapping extended

valas 00

LAN tags/MPLS labels .,



“One Big Switch” Topology Abstraction

Derived Network

/ \
/ N\

/ \

/7 \

0

Underlying Network

« Simplest of topology abstraction examples

» Build a distributed middlebox
by running centralized middlebox app on V!

35



Topology Virtualization
virtualize(derived,transformation)

Returns a new policy
for the underlying
network (i.e., on
nodes S and T)

that “does” the derived policy on the
abstract topology (i.e., on node V)

—iq:

,?

Defines transformation policies:

 ingress policy handles packets entering abstract switch

- fabric policy moves packets through abstract switch
handles packets exiting abstract switch

Derived Network

/ \
/ N\

/
/
7/
/

Underlying Network

36



Simplified implementation of
virtualize(derived,transformation)

return ingress policy >> # defines part of transform
derived >> # app run on abstract topo
lower packet >> #built-in
fabric policy >> # defines part of transform

# defines part of transform

Field Z Y Derived Network

switch (¥ |V

inport 1|1

vawptch |¥

vinport |1 Underlying Network
| voutpor |2 Y



Summary: Abstractions

Pyretic

Current APIs

38




Related Work:
[Frenetic, Maestro, FRESCO)] / [Click]

Pyretic Current APIs
Polic Rich Some / Full
y Composition Composition
Network Layered Ab_stract Concrete Network
Topologies
Extensible Fixed OpenFlow
Packet
Headers Headers

But only for a single software switch
not multiple hardware switches




Related Work:
[FlowVisor] / [Nicira NVP, OpenStack Quantum]

Pyretic Current APIs
. Rich . "
Policy Composition Little Composition
Layered Abstract| Disjoint Slices /
Network . - .
Topologies opology Hiding
Extensible ~Ixed OpenFlow
Packet Headers Headers
Both approaches support multi-tenancy,

but not topological decomposition
(or functional composition) 20




Pyretic Interpreter and Suite of Apps

Avalilable at waw. frenetic-lang.org/pyretic

* Monitoring & DPI |
e Load Balancers —

 Abstractions
— Big switch

e Hub (one-to-many)

. ARP — Spanning tree
. many-to-man

* Firewalls (many Y)

— Gateway

 MAC learner (many-to-one)

And bigger applications built by combining these.

41


http://www.frenetic-lang.org/pyretic
http://www.frenetic-lang.org/pyretic
http://www.frenetic-lang.org/pyretic

And More!

Avalilable at waw. frenetic-lang.org/pyretic

 Dev Roadmap

* Features Request

| — Reactive
* Bug reporting (microflow)
. . ntime
« Link to github /° Uy
— Proactive
» Discuss list (compilation)
runtime

* Join the project — Optimizations

— Caching

42


http://www.frenetic-lang.org/pyretic
http://www.frenetic-lang.org/pyretic
http://www.frenetic-lang.org/pyretic

Further Reading

* Pyretic description (login article):
http://www.cs.princeton.edu/~jrex/papers/pyr

etic-login13.pdf

* Pyretic tutorial:
http://youtu.be/hg/7L4davQy8

* Nick Feamster’s course:
http://youtu.be/0a2KQ-b1SV4
http://youtu.be/UKXx|itMgn88

43


http://www.cs.princeton.edu/~jrex/papers/pyretic-login13.pdf
http://www.cs.princeton.edu/~jrex/papers/pyretic-login13.pdf
http://www.cs.princeton.edu/~jrex/papers/pyretic-login13.pdf
http://www.cs.princeton.edu/~jrex/papers/pyretic-login13.pdf
http://www.cs.princeton.edu/~jrex/papers/pyretic-login13.pdf
http://youtu.be/hq7L4davQy8
http://youtu.be/hq7L4davQy8
http://youtu.be/hq7L4davQy8
http://youtu.be/oa2KQ-b1SV4
http://youtu.be/oa2KQ-b1SV4
http://youtu.be/oa2KQ-b1SV4
http://youtu.be/UKxjitMqn88

TEAOC EvoTnTOCg

IREIPHEIRED TIFLT AAM
EXTALAEYEH KAl A BIOY MABHH

ducstis STV WoCALVINL TS JASTE

INOYTO0 NAMDAT & DPEZEEYHETIN, NG MZMDY E ADNETIENDY
‘Eviaam EI&TKH YINHFELIA AIAXEIFIEHL

EXMNA

Eﬂll

Fi N S Te
Sy "
Lo E a1 aupanparoBitnan mc EkkiSoc o e Bupmatuc Bewomc
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XpnuarodoTtnon

* To TTapov eKTTAIDEUTIKO UAIKO £XEI AVATITUXBEI OTa TTAQiCIO TOU
EKTTAIQEUTIKOU £pYyOU TOU DIOATKOVTA.

+ To £pyo «AvoIKTA AKadnuaika Madnuara oto MavemmoThpio KpATng»
EXEl XPNMUOTODOTACE!I UOVO TN OvVOdIAUOPPLICH TOU EKTTAIOEUTIKOU UAIKOU .

* To €£pyo UAOTTOIEITOI OTO TTAQICIO TOU ETIXEIONOIaKOU [1poypAuuaTOC
«EkTTaidsuon kal Ala Biou MdBnon» kal ocuyxpnuatodoreital amd tnv

Eupwttaikn Evwon (EupwtTaikd KoivuviKo TaPEio) Kal aTTO €BVIKOUC
TTOPOUC.

EMIXEIPHEIAKO MPOTPAMMA
EKMAIAEYZH KAl AIA BIOY MABHIH = et EZ"A

L
ereivdugn gy wovvia Tne yviidne 2007-2013
=] Jripap e oime
YMOYPTEID NAIAEIAE KAl BPHEKEYMATON EyPonako KOIMOMIKD TAMEID

Eupiunaiir) Evusan EIATKH YNHPEEIA AIAXEIFIEHE

Bupumaikd Knvems Tapsia

Mz *r s pij pareSornon g EAvaSac wal e Eupmaikne Ewaane
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2ZNUEIWPA adEI000TNONG

*  To mrapov UAIKG SiaTiBeTal JE TOUG OpoUg TNG adeiag xprong Creative Commeons
Avagopd, Mn Eutropikn Xpnon, Oxi Napaywyo Epyo 4.0 [1] A HeTAYEVEDTERN,
AleBvng ‘Exkdoon. ECaipouvTal T QUTOTEAN EPYA TRITLWVY TT.X. PUITOYPAPIECS,
OlaypPAMMOTA K.ATT., TQ OTTOIC EMTTEQIEXOVTAI OE QUTO KAl TA OTTOIC QVAQEPOVTAI Hadi e
TOUC GpOUC XPrCns TOUS OTO «ZNUEiwla XpRong Epywy TpiTwy».

oS0

[1] hitp://creativecommons.org/licenses/by-nc-nd/4.0/

g Qr; Mn Eptropikn opiletal n xpnon:
mou &ev mepthapf avel Apeco ) EUPETD DIKOVOUIKC odeACG arto Thv Xprion ToU €pyou, Yid TO
Sdlavopsa Tou epyou Kal adelodoxo

— mou bev mepthapp dvel okovopikn ouvalhayn wc mpodnobeon yia tn xpron n npooPaocn oto gpyo
— mou dev mpoonopilel oto Stavouga Tou Epyou Kal adew d0xo EUNEco olkovolllko odehod (Y.
Sradnuioslc) and tnv mpof ol tou gpyou os dradilkTuako Tomo

* O OIKAIOUXOG MTTOPE! VA TTAPEXEI OTOV ADEIOOOX0 CEXWPIOTA GBEI VA XPNCIUOTTOIE TO
EPYO YId EUTTOPIKA XPACN, EQOCOV AUTO ToU {nTNnBel. 47



2NUEIWpa Ava@opac

Copyright MavetmioTAuio KpriTng, ZevoQuvTac ANUNTEOTTOUAOS. «AiKTUO
KaBopilopeva atro Aoyiopiko. EvornTa 2.2: Modular Network
Programming with Pyretic». 'ExOoon: 1.0. HpdkAgio/PeBuuvo 2015.

AlaBeoipo ato tn OIkTuakn dieuduvon: hitp://www.csd.uoc.gr/~hy436/
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