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Tutorial 4 - GDB more advanced

Breakpoints / Watchpoints / Catchpoints
Breakpoints stop the program execution when a specific code segment is reached.
Catchpoints stop the program execution at specific events (e.g., syscalls, fork etc.).

Watchpoints stop the program execution when a specific memory segment is accessed. One can
enable a watchpoint to stop the program execution only at writes watch, reads rwatch or both
accesses awatch.

Taking action when the program stops

If you want gdb to do something at breaks you can use command, i.e.:
(gdb) break main.c:43

Breakpoint 1 at Ox7fffe234: file main.c, line 43.

(gdb) command

Type commands for breakpoint(s) 1, one per line.

End with a line saying just "end".

>silent

>print X

>end

(gdb)

Examine Memory
To examine a memory segment you can use X[/FMT] ADDRESS.

ADDRESS is an expression for the memory address to examine.

FMT is a repeat count followed by a format letter and a size letter.

Format letters are o(octal), x(hex), d(decimal), u(unsigned decimal), t(binary), f(float), a(address),
i(instruction), c(char), s(string) and z(hex, zero padded on the left).



Example 1
(gdb) x &i
Ox7fffffffe578: 0x0000000f

This example prints the contents of the memory at address &i (essentially i contents).

Example 2
(gdb) x/d &i
Ox7fffffffe578: 15

This example prints the contents of the memory at address &i (essentially i contents) in decimal
format.

Example 3
(gdb) x/zb &i
Ox7fffffffe578: OxOf

This example prints the contents of a single byte at address &i in hexadecimal format padded with
zeroes on the left.

Example 4
(gdb) x/4b &i
Ox7fffffffe578: OxOf 0x00 0x00 0x00

This example prints the contents of the four bytes at address &i in hexadecimal format padded with
zeroes on the left.

Example 5
(gdb) x/4w &i
Ox7fffffffe578: 0x0000000f 0x00000000 0x00400570 0x00000000

This example prints the contents of the four words at address &i in hexadecimal format padded with
zeroes on the left.



Example 6

(gdb) x/10i $pc

=> 0x40052b <main+37>: mov $0x4005f4,%esi
0x400530 <main+42>: mov $0x4005f9,%edi
0x400535 <main+47>: mov $0x0,%eax
0x40053a <main+52>; callg 0x4003e0 <printf@plt>
0x40053f <main+57>: mov  $0x4005f4,%esi
0x400544 <main+62>: mov $0x400600,%edi
0x400549 <main+67>: mov  $0x0,%eax
0x40054e <main+72>; callg 0x4003e0 <printf@plt>
0x400553 <main+77>: mov $0x80,%esi
0x400558 <main+82>: mov $0x400608,%edi

This example prints 10 instructions starting from the current address of the program counter ($pc).

Modify memory contents

One can change the memory contents using set.

Example
(gdb) info locals
i=15

ji=5

(gdb) setj=0
(gdb) info locals
i=15

i=0

Moving in the stack

One can move up or down the stack using the up and down commands respectively. To directly jump
at a specific stack frame you can use select-frame.
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