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Xpnupatodotnon

To apoOv ekTatdeUTLKO UALKO €XeL avarmtuxBel ota mAaiola tou
eKTIALOEVUTIKOU £pyou Tou Sldaokovta.

To €pyo «Avoilkta Akadnuaikd Madnuata oto Naveniotiuio KpRtng»
EXEL XPNUATOO0TNOEL HOVO TN avadlapopdwon Tou eKTALOEUTIKOU UALKOU.

To €pyo vloToleitat oto mAaiolo Tou Emxelpnotakol Mpoypapotod
«Ekmaidsvon kat Ala Biou Mabnon» kal cuyxpnuatodoteitol amo tnv
Evpwnaikn Evwon (Evpwmnaiko Kowvwviko Tapeio) kot amo €Bvikoug
TOPOUC.
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Evpwnaikn ‘Evwon EIAIKH YINMHPEZIA AIAXEIPIXHE
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ZnMeElwpa adelodotnong

To apov UALKO dratiBetat pe Toug 6poug TG adetag xpriong Creative Commons
Avadopd, Mn Eprnopkiy Xprion, Oxt Mapaywyo Epyo 4.0 [1] 1) petayeveotepn, AeBvrig
Exkbdoon. Efaipouvtal ta autoteAn epya tpitwv T.X. pwtoypadies, Saypappota KA.,
TOL OTTOLOL EUTIEPLEXOVTOL OE QUTO KOl Ta ortoia avadepovtal Hall e TOUG OPOUG xpnonq
TOUG oTo «2nueiwpa Xpnong Epywv Tpitwv».

[1] http://creativecommons.org/licenses/by-nc-nd/4.0/ ‘ @ ®®@\

Qq Mn Epmnopwkn opiletal n xpnon:
mou bev nspt}\auBavsL QLLEDCO I EUUECO OLKOVOLLKO OPEAOC Qo TNV XPron Tou £pyou, yla To
Slavopea tou €pyou Kot adelodoyxo
— 1ou Oev mepAa U PAVEL OLKOVOLKN) cuvaAAayr we mpolTtoBeon yla tn xprion N mpocBacn oto
Epyo
— T1ou Sev mpoomopilel oto Slavopea Tou €pyou Kol adeloSOX0 EUUETO OLKOVOLLKO 0¢deAOG (Tt .
Sdtadnuioelg) amod tnv mpoBoAr tou Epyou o€ SLASIKTUAKO TOTO

O dwkaouyog unopst VOl TIOLPEXEL OTOV a6€t060xo Eexwplotn adeLa va XpNOLLLOTIOLEL TO
£PYO yLa EUTIOPLKA XpHon, Epocov autd tou {ntnoel.



2KOTIOL EVOTNTOC
* Revisiting
* layers
* encapsulation
* decapsulation
e packet

BaolopEvo kupilwg oto Ked. 5 BpAiou Kurose



Movtelo smtumtedwyv AladLkTuou
(2toifa TCP/IP)

Mrjvupa Payload (data)

Tunua (segment) -
(p) oatsgram | Ha [N

frame | Hs H,

Payload (data)

Payload (data)

Payload (data)

4 == - .- - = .-

EvOuAakwon (encapsulation)
) @ KaBe emnumedo:

NapBavel bedopeva amno To avwTePO eMifedo

MpooBetel emikedpaAida kot SnpLovpyet vea povada SeSopeEVWY

MpowBel TNV véa povada oto enopevo eninedo
@ the receiver: the “reverse” process (decapsulation)



EvOuAakwon
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privupa

‘ M | | epapioyng
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mAaioio [Hj|H | Hs| M ZC&HQ
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KaBe emimedo Aaupavel dedopeva amo mavw
O TpooBeTel emKeYaAida Kal dnuioupyei veéa povada dedopevwy
O mpowbBei véa povada dedopEVWY OTO ETTOUEVO ETITTESO

TPOOPITHOG HH] M ]| 3ikTdou HH,[ m

M :(papuovr'\g H Hn,IHt M Zsﬁgn? H, Hnl Hyl M

Hy| M lETAPoPAgs i @
HyHs| M SIKTUOU ;
A, H M ZeoEne SpopoAoynTig




Brief Review on NetvLork layer

transport segment from aplcation
sending to receiving host

__data link |
physical

on sending side - T TR

encapsulates segments into physical f _physica

datagrams e
‘ physical physical

on rcving side, delivers C@ [

segments to transport layer A % M

physical 5 physical

network layer protocols in ol
application
every host, router retwo
Al ata lin

router examines header e f ok b S

fields in all IP datagrams
passing through it

Network Layer 4-7



TCP/ UDP Segment

s

GALC TEOTOL EMIKEPAAOOC

debouéva epapuoync
(unvupa)
Acbopéva edpappoyng yia to 1t segment Agbopéva yla to v-loo@egment

File
Entinebo petadopdg 8



YnevOuuion: IP datagram format

IP protocol version

\ 4

< 32 bits

total datagram

number
header length length (bytes)
3 ; (bytes)\/ [en service Iength for
type” of data "1 ¢ it identifier — - frig”:::t fragmentation/
max number__ [ time to upper header reassembly
remaining hops \Iive // layer checksum

(decremented at
each router)

upper layer protocol/

/32 bit source IP address
L

32 bit destination IP address

to deliver payload to

Options (if any) E.g. timestamp,

how much overhead with

= 40 bytes + app layer

TCP?
20 bytes of TCP
20 bytes of IP

record route

taken, specify

list of routers
to visit.

data
(variable length,
typically a TCP
or UDP segment)

overhead

Network Layer 4-9



YnevOupuon: Ethernet Frame (Aaiouo)

O amnooté\Mwv adapter “Balel” to IP eSousviypaupa (1 TAKETO
Karmolouv aAAou mpwtokoAAou Emumedou Awktuou) oto Ethernet

14
nAailoLo
46-1500bytes
Ebvtes Obytes
8bytes °PY _ A ., 4bytes
Dest. Source !
e Address | Address ez
\ Type AiopSwon Aadwv
ZUuyxpovIouOC
MAC addresses of neighbors
in the link v O adapter “€epel” mote eva mAaiolo teAelwvel
gvroni{ovtag tnv anouoia pEUUATOC
P ream b I e: & QL Ethernet adapters petpave tnv ’ro'zan TPLV Kol Ifa'td ™
SLapKeLa tnG petadoong

7 bytes pe 1o potifo 10101010 akoAouBoUpevo amo eva byte pe to potifo 10101011

*  XPNOLUOTIOLELTAL YLO VO CUYXPOVIIEL TIG TLUEC TOU POAOYLOU TOU TIOLPOAATITN KL TOU
QTIOCTOAEQ



Ked. 3: Enirtedo petadopac

2TOXOC MOG Elval N KATOVONON TWV:

ApXEC Tiow amo TIC UTtNPECieC Tou eruedou petadopac:
* NMoAurmAetio/amomnoAvnAséia
* Aéomotn petadopda SedopEvwy
* EAeyyoc ponc (flow control)
» EAeyyoc ocuupopnong (congestion control)

MpwtokoAAa emunmedov petadopac oto Internet:
* UDP: acuvdeoiotpednc petadopa
e TCP: cuvdeolotpedpnc petadopa
& £AeyxoG ouupopnong & pong

Entinebo petadopdg

11



YRNPEGCLEC KOl TTPWTOKOAAQL EMUITES OV

netadopac

* TOPEXOUV EMUKOWWVIA JE TN HOPPN “AOYIKNC oUVOEONC LETALY TV
Slepyaclwv tou dnpLoupyouV oL ePpapoYEC TTou TpEXOoUV o€ dladopeTikoUc hosts

* [pwTOKOAa peTAPOPAC TPEXOUV OE TEPUATIKA CUCTAHOTA

o AmnootéA\ouca mAsupa: —
Xwpicel ta pnvopata tg ebappoyng oe fransport
tunpora (segments) ko to npowdei oto data Ik
eninedo Siktuou
o NAapBavouvoa mAgupa:
Enavaouvappoloyei ta segments pnvopota
KoL Ta Tpowdei oto eninedo epappoywv

& [Tavw armo &va MTPWTOKOAAD LETAPOPAC

SlaBoua otic ePpapOYEC

— Internet: TCP & UDP

Entinebo petadopdg

network
data link
physical

network
data link
physical

data link

physical
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Eninedo petadopac vs. dSiktuou

Ertirtebo diktuou:
“emiikolvwvia” petaéy hosts

To IP mpwtokoAAo dev gyyvatal aétomiotn Petadoon Twv MAKETWVY Kal AfPn toug cupPwva pe
N ospd movu otaAdnkav, oUte OTL v Ba umtapéouv AaOn oe bits Twv MakeTtwv

Ertirebo uetapopac:
“Aoykny” emkowvwvio petal dlepyacLwv

Baoiletal KOl EMEKTELVEL TIC UTINPEOLEC eTLESOU SIKTUOU
Avaloya pe To TIPWTOKOAANO B «TtpOoPEPEL KATIOLOU ELOOUC «EYYUNOELGY

yLOL TN PON TWV TTAKETWYV TIoU oTeAvovTal HeETaEL SUo dlepyacilwy LEcw SLKTUOU

Entinebo petadopdg 13



AladLlKkTuaKka mMPpwTOKoAAa enuedou
netadopac

UDP: Avationiotn, xwpic eyyunon oTn ospd
napadoonc TWV TTAKETWY
® Aev BeAktwvel Tov “best-effort” yapoktrpa tou

|P| 11 application
et transport

data link network

data link
physical

TCP: AgLomiotn, ME £yyUuNOon 0N cepa
napadoons TWV TTAKETWY
* 'EAeyxog cupdopnong
* 'EAeyXoG pong
* EykaBibpuon cuvdeong

network
data link
physical

Mpocoxn: To dtadiktuo AEN Sivel eyyunoeLg =Y
kaBuotEépnong n bandwidth <3 o [dstaTnic

physical

Entinebo petadopdg 14



MoAvurtAe€io/amomoAunAetio
(multiplexing/demultiplexing)

— ArntomoAuTtAgéia oto AauBavovta host: 7]

Metadepovtag ta segments mou €xouv
An$Bel oto ocwoto socket

MoAumnAeéla otov arnooteAAovta host:

MaleUovtog dedopéva amod moAAaAd
sockets, mpood<trovrac entkepalida
(Ttou apyoTEpPA XPNOLUOTIOLELTAL YL

[ ] =socket O = process

demultiplexing)

application application application
| I |
transport t s'po/rtv transport
network network network
link link link
physical physical physical
host 1 host 2 host 3

Entinebo petadopdg 15



NMwc douAevel n artonmtoAuTtAeéia
(demultiplexing)

To host Aapavel IP datagrams
* KdaBe datagram €xet IP dtevBuvon “nnyng”, IP dtlevBuvon “npooplopov”
& KaBe datagram “petadepel” 1 segment emunédou petadopag

o KaBe segment éxeL aptdud Supac (port) TnG mnyrc kaL mpoopLouoy

X H OUOKEUN XpPNOoLpoToLEL

IP dteuduvoeic & aptduouc Supwv

GALC TEOTOL EMIKEPAAOONC

bebouéva
gpapuoyng
(unvupa)

Mopdn TCP/UDP segment
Entinebo petadopdg 16



AntontoAuntAeéia ywpic “ouvéeon”
(connectionless demultiplexing )

Anuloupyet sockets pe aplOpouc Oupwv:
DatagramSocket mySocketl = new DatagramSocket (99111);
DatagramSocket mySocket?2 = new DatagramSocket (99222) ;

Tav evag NOST AdUpAVEL EVA segment:

* EAEyxeL tov aplOud BUpag mpooplouou oto segment

e KateuBuvel to UDP segment oto socket pe Baon auto tov aplbBuo Bupag

& |P datagrams pe ditaopetikn |P StevBuvon ntnync r/xat aplOuo Bupoc
ntnyn¢ kateuBuvovtal oto ido socket

Entinebo petadopdg
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ArtortoAuntAeéia xwpic ouvdeon
(ouvexewa)

DatagramSocket serverSocket

new DatagramSocket (6428) ;

i A A

SP: 6428

SP: 6428

DP: 9157

DP: 5775

client
IP: A

SP: 9157

DP: 6428

server

IP: C

SP: 5775

DP: 6428

H Bupa ninyng (SP) mapexet “6itevBuvon emotpodng”

Entinebo petadopdg

Client
IP:B
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AntortoAuntAeéia e cuvOEoN
(Connection-oriented demultiplexing )

To TCP socket xapaKtnpiletat amo ta mapakatw 4 nedla:
e source |IP address
» source port number
* dest IP address
e dest port number

O napaAnmTng xpnotpornolei kot ta 4 edia yia va tpowOnoeL to
segment oto KataeAAnAo socket
‘Evag server host pnopel va untootnpiéel moAAanAa TCP sockets tauvtoypova:

¥~ kaBe socket xapaKtnpiletol ano pa povadikn tetpada mediwv

* Web servers €xouv diadopetikd sockets yia kaBe client mou cuvdEetal
MaAlota ot non-persistent HTTP £xouv dtapopetika sockets ylwa kade aitnua

Entinebo petadopdg 19



AntortoAuntAeéia e cuvOEoN

client
IP: A

[ 4
(ouvexeLla)
@@2

SP: 5775

DP: 80

S-1P: B

D-1P:C

N
SP: 9157 SP: 9157
DP: 80 DP: 80
server

S-1P: A P C S-1P: B
D-IP:C D-1P:C

Entinebo petadopdg

Client
IP:B
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AnorntoAuntAeéia pe ouvdeon:

Threaded Web Server

P4

client
IP: A

SP: 9157

DP: 80

S-IP: A

D-IP:C

server
IP: C

SP: 5775
DP: 80
S-1P: B
D-IP:C
L
SP: 9157
DP: 80
S-IP: B
D-IP:C

Entinebo petadopdg

Client
IP:B
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UDP: User Datagram Protocol [RFC
768]

MUWIHOALOTLIKO TIPWTOKOAAO pEeTadOopAC TOU

Atadiktuou

Yninpeoia “kaAutepnc duvatnc mpoomabeLa
(best-effort service),

to UDP segments pmopei va:

» TLeEumnpetel to UDP?

© Aev XpeLaletal va tponynOet
gykataotaon ouvdeonc (mou mMPocoOETeL

gxaeou}\v $80( , 5 , kolBuotépnon)
napaAndOouv ano tnv epapuoyn He . b ”
AdSoc osipd © am\o: bev duatnpet “kataotacn” otoug

® aoUVBEGIOTPEDEC: sender, receiver
, . , ) © Muwpn eniitkedalidba segment
& Aev yivetaun xelpaia (handshaking)

ueta&w UDP sender, receiver © Aev napéxel EeyXo cuudopnong: To

UDP umnopei va oteilel edopéva 600

K&Be UDP segment to xetpiletat to UDP YPNyopa HIopet

avegaptnTa amno to AAAa

Entinebo petadopdg 22



Neplocotepec MANPOPOPLEC YA TO

UDP

JUXVQA XPNOLUOTIOLELTAL YL TIOAUECLKEC EPAPHOYEC CUVEXOUC PONG

(streaming multimedia apps)
*  Avoxn 0€ AMWAELEC
* EvaloBbnoia oto puBuo pnkog, os bytes tou

UDP segment, padi pe
——

NV enikepaida

AM\ec xpnoelc touv UDP
* DNS
* SNMP

Atlomiotn petadopad mavw oo UDP:
MpootiBetal n aflomiotia oto eninedo epapoyng
© Avakapn arod Aadn pe Baon tnv epappoyn!

source port #

dest port #

length

checksum

dedopeva
ebapuoyng
(LAvuua)

Mopdr UDP segment
Entinebo petadopdg
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Domain Name Server (DNS)

o TpExeL oto eniredo epapuoync

o H edappoyn DNS tpexel o €va host. Otav BEAeL va oTelleL Eva aitnpa-epwTnon
(query)

Otdyvel Eva pvupa query kot to “niepva” oto UDP

Aev yivetal kanowo handshake pe to UDP mou tpé€XeL otov nopaAnlmen mou
elvall pia AAAn ouokeun oto Siktuo

To UDP mpood<tel puia emikepaldida oto unvuua kol mpowOEeL To uvupa oto
emninedo Siktuou

To DNS otov querying host TIEPLUEVEL TNV ATIAVTNON OTO quUery ToU £0TELAE

Eav 6ev AdPeL amavinon (yiati eite To query €ite n anmavtnon xabnkav) tote
OTEAVEL TO query o€ @AAAO name server N l6omoLeL TNV epapuoyr] OTL de €XeL
AdBeL amavinon

Entinebo petadopdg 24



UDP checksum

2TOY0C: avixveuon AaBwv (m.x. aveotpappeva bits) oto petadidopevo segment
Aitta AaBwv: B66puPoc Kal TTAPEPPBOAEC otn ouvdeon (dNAadr xaunAd SNR) ) mpopAnua oto Spop

& Adou ta xapnAotepa enineda €xouv avixvevon AaBwv ylati yivetat ano to UDP?

Agv unapyet eyyunon otL 0Aeg oL cuvdeoelg (links) petatl amootoAéa & mapaAnmtn
XPNolponololv NPwtokoAAo avixvevong AdBoug

AmooTtoA£ac: NapaAnmng:

Xelpiletol Ta MEPLEXOUEVA TOU * YroloyileL to checksum tou AapPavopevou
segment w¢ akoAouBia akepaiwv segment

. 16-bit e EAg€yxeL eav n utoAoyloBeioa turn tou checkst

LoouTal LE TNV TN oto rtedlo checksum:
e checksum: HE TNV TN

. oupnARpwua we Ttpoc 1 Tou o NO — avixvevon AaBoug

aBpolopatoc twv eplexopévwv tou  © YES —Kapia avixveuon opaiparog

segment AAd prinwe undpyouv Aadn napa

e BadleL tnv tyun touv checksum oto , ,
, OAa autd; ,
nedlo checksum tou UDP Emtinedo petadopdg 25



Napadewypa Internet Checksum

2NUeELlwon

Otav npoobetovpe aplOpouc evo KPOTOULEVO QTTO TO TTLO
ONUOVTLKO bit mpemneL va mpooteBel oto amnoteAeoua

Napadeypa: mpooBeon dUo akepalwv 16-bit

1110011001100110
1101010101010101

wraparound @1011101110111011

\4

Sum 1011101110111100
checksum 0100010001000011

Entinebo petadopdg 26



APXEC agLomLoTnC HeTtadopac
dedbopEvwv

2 NUOVTLIKO ota emtimeda epappoyng, petadopac kat (eVENC

@» top-10 Alota pe onuavtika O€pata diktuou!

-
O
-
O O
QO 8 ‘reoeiver I
8 — DIrOCEess process
S 1

dt d :
g L(’Drelidble c:hc::lrmel)j ret_senci) deliver data()
8_ ¥ reliable data reliable data
D > transfer protocol transfer protocol
% O (sending side) (receiving side)
=

udt_send( )t [packet | [ packet] Irdt rev ()

Junreliable Chomr\el)ik

(a) provided service (b) service implementation

&\ To apakTnPLOTIKE TOU N aflomiotou kavahot Ba poadilopicouv Thv
TTOAUTTAOKOTNTO TOU TIPWTOKOAAOU aLomiotng petadopac dedopevwv
Entinebo petadopdg 27



2updopnon (congestion)

1.5 Mbps .
100 Mbps

OL XPNOTEC MAPAyouV POPTOo Kivnong Kat avraywvilovral yLo TouG TTOPOoUC Tou SLkTuoL
aAAa

* Hev £Xouv yvwon Twv Mopwv tou diktvov (state of resource)

« dev &Epouv TNV Lapén o £vag touv AAAou

Me amotéleopa:
* Makéta va xavovtal (Aoyw buffer overflow otouc Spopoloyntecg)

* Meyalec kaBuotepnoelc (avauovn otic oupég twv buffers otoug dpopoAoyntec)
* throughput pikpotepo armo to bottleneck link (1.5Mbps yia tnv

* TapANAVW TomoAoyla) =2 Katappevon AOyw cupudopnong
Entinebo petadopdg 28



Katappevon Aoyw cupdopnonc
(Congestion Collapse)

Oplopog: Avénon oto ¢popto diktuou odnyel og peiwon TG XPNOLNG
SouAeLdc rov yivetal (transmission of data)

* [MoAAéc TuBavec attiec
O EMAVOAUETAOOOELC TIOKETWV BplokovToL aKOUa o€ EEEALEN
* “katappevon” Aoyw cupudopnong
e Nwc pmopei va cupPel auto pe TN SlatnpNoN TWV TTOKETWV?
AUon: kaAUtepol timers kaL TCP EAgyxo¢ oup@opnong
o Mn napadodévra mokeTA

e Ta MOKETO KATAVAAWVOUV TOPOUC KoL yivovtal drop Kamou aAAoU
oto Siktuo

Auon: €é\eyxoc oupdopnonc yia OAH tnv kivnon
Entinebo petadopdg 29



Mpooceyyiosic EAEyxov Zupdopnoncg

1. End-to-end congestion control

TCP takes this approach since IP does NOT provide feedback to the end system
regarding network congestion

2. Network-assisted congestion control

OL 6popoloynTeC oTEAVOUV Apean TTANPOPOPNOCN OTOV AITOCTOAEQ, YLa TTAPAdELY UL
LLE TOUC TIOLPOLKATW TPOTIOUC:

. a bit indicating congestion at a link or

. an explicit control message

In ATM, the router can inform the sender explicitly of the transmission rate, this
router can support on an outgoing link

2To onpepvo Aladiktuo akolouBeital n end-to-end congestion.



Fevikeg Mpooeyyioelc EAgyyou
Zupdopnong

1. End-end congestion control:
H cuokeun tou xpnotn (end system) dgv naipvel apeoo feedback (mAnpodopia)

oo 1o Siktuo

MpoPBAcnet/ocvunepaivel tTnv cupdopnon ano Tig StadPopeg LETPHOELG TTOU KAVEL
N cuoKevn tou xpnotn (end-system) amod tig KAOUOTEPAOELG N TLC OLTIWAELEC
TIOLKETWV

Approach taken by TCP

AUTO xpnotlpormoleital twpa oto Aladiktuo

2. Network-assisted congestion control:
O 6popoloyntéc mAnpodopouv Tn cuokeun tou xprnotn (end system)
Single bit indicating congestion (SNA, DECbit, TCP/IP ECN, ATM)
* Explicit rate sender should send at
* ® Problem: makes routers complicated




Congestion Control and Avoidance

A mechanism which:
* Uses network resources efficiently
 Preserves fair network resource allocation

* Prevents or avoids collapse

Congestion collapse is not just a theory

Has been frequently observed in many networks

Transport Layer 4-32



TCP: ET“.O' Kénn Gn ( 1/4) RFCs: 793, 1122, 1323,2018, 2581

2 NMUOVTLKA XOLPOLKTNPLOTLKA Tou TCP

onUElo-tpoc-onueio: .

I/

Evag amooTtoléag, €vac mapaAnmtn
(oe avtiBeon pe to multicasting)

aLOmLoTo, 0E OELPA PON TwvV byte:

H ebappoyn anod endvw Ba “napardfel” ta
TIOKETAL OTN CWOTH CELPA

pipelined:

Buffers anootoAn¢ & napaAaBrg!!!

socket
door

O TCP £Aeyxoc cupudopnong & porg BEtouy
To pEyeboc mapabupou

MoAAQ makETa UopouV va £xouv oTaABel
“Tavtoypova” kot va pnv €xouv yivelt ACKed

application
writes data

______¥______ —

send buffer

e ®

application
reads data

____$_______

receive buffer

—2*

[segmeni] —

socket
door

Entinebo petadopdg

NMARpwc apdidpopa dsdopéva:
Pon dedopévwy kal mpo¢ tig dvo
katevuBuvoelg otnv dla “oclvdeon”

MSS: maximum segment size

(LEyloTo pEyeBOC TOu segment)

“ouvdeolotpedEC”: xewalio
(avtaAAayr] LNVUUATWY EAEYXOU)
OLPXLKOTIOLOUV TNV KATAOTOON TOU OTTOCTOAED
KOl TOU TTOPOAAQTITN, TIPLV TNV avtaAlayn
debopévwv

EAeyxopuevn pon:
* O amootoAfac dev Ba “katakAVosl” Tov
TIapaAnTTN

33



TCP seq. #’s and ACKs

Seq. #s:
byte stream “number” of first byte in segment’s data

ACKs:
* seq # of next byte

TLOU QVOLMLEVETAL QO TNV AAAN AsupA
* Ynapyouv kau ta cumulative ACK

Q: mwC¢ XeLpiletal o TOPAANTITNG TIAKETA TTOU €pYovTtal o€ AavOaopEvn oslpa’?
A: TCP bev npocdlopilel Tov TpOTO.
To adVveL OTOV TIPOYPOALLUATLOTH TTOU UAOTIOLEL TN CUYKEKPLUEVN £kGoon



TCP seq. #’s and ACKs

Seq. #'s:

byte stream “number” of first byte in

segment’s data
ACKs:
* seq # of next byte

TLOU QVOLHLEVETAL OO TNV AAAN
nAevpa

* Ynapyouv kau ta cumulative

ACK
Q: mw¢ Xelpiletal o mapaAnmINg
TIOKETOL TTOU £PYOVTOL O€
AavOaopuévn ospa?
A: TCP bev mpooblopilel Tov
TpOmo. To adrveL octov

TIPOYPOUUOTLOTA TTOU UAOTIOLEL 1!

TN OUYKEKPLUEVN €kdooN

receipt of
‘C’, echoes
back ‘C’

host ACKs
receipt

3
of echoed »ACK=gg
IC’

simple telnet scenario




TCP: Emwokomnnon (2/4)

OLTCP £€Agy)xol auu@opnonc & ponc Otouvv to peyeboc napabupou

MoAAd makeTa ptopouv va otaABolv “tautoypova” kal va unv
yivouv ACKed péoa o€ €va Xpoviko dtaotnpa

Buffers anmootoArn¢ & napaAaBrig

EAeyxopuevn pon: amnootoAeag dev Ba “katakAUoel” Tov mapaAnmTn
LastByteSent - LastByteAcked <= min (CongWin, ReviWindow) _

V\\ e
~ o
= >

’ \\ /‘;
Napapetpol mov npodlopilovrad...

@ Mowa givat n emibpaon uitkpwv tiuwyv ota CongWin & RcvWindow?
Nwc¢ emnpealouv tov puOUO anocTtoAnc Twv dedopévwy ?

Entinebo petadopdg 36



TCP: Emuokomnon

OLTCP €AeyyxoL cupudopnong & pong Betouv 1o péyeboc mapabupou

MoAAd makéta pmopouv va €xouv oTaABel “tautoypova” kal va pnv €Xouv
yivel ACKed

EAeyxouevn pon: amootoAEac dev Ba “KatakAUoeL” Tov TOPAARTITN
O amooToA£0C EAEYXEL TO TIOPOKATW:

LastByteSent - LastByteAcked <= min (CongWin, RcvWindow)

H pon armootoAng eEAEyXETAL QMO QUTEC TLC SUO TTAPOLUETPOUC

oVOAUEL «SIKTUAKA» dESOMEVA, MPOOTIAOEL VOL GUMTIEPAVEL VLA TLG SLKTUAKEC
ouvOnKeg, Kal anodaocilel yia TLg TIHEC AUTWV TWV TTAPOLUETPWV.

@ Epwtnon: nwc¢ Kabopllel TNV KataocTacon Tou diktuou?

MpoomaBel va TN LOVTEVOEL LETPWVTOC TLC ATIWAELEG TWV TIAKETWV
& kaBuotepnoelc!!! Entinedo petadopdc 37



TCP: Emwokomnnon (4/4)

Three important concepts:

* Additive-increase, multiplicative-decrease
* Slow start

e Reaction to timeouts

Entinebo petadopdg
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Aopn TCP segment

URG: enelyovta

debopéva ) 32 bits :
(vevika bev source port # dest port # Metpnon ue Baon
xpnotuonowitat)\ ' ta bytes Twy
ACK: ACK # \ sequence number SeSOPEVWVY
&yyopo —acknowledgement number (O Ta segments!)
head | not_[ 3 : -
PSH: orpwée data t(bpa, o %U APIRISIE Receive window # bytes
(vevika ’5€V Wm/ Urg data pnter TIOU 0 TOPOAATITNG
XPNOLUOTIOLE “O&/ SiatiBeTa vo
RST, SYN, FIN: Eryo/yéq(variable length) napohdBet
Eykataotaon ouvdeong P
(evtoA€g eykatdotaong,
TEpHaTIOHOL) AeSopéva ebappHoyAc
Internet/ (HeTaBAnTo pnkog)
checksum

(6nwc oto UDP)

Entinebo petadopdg 39



Sequence Number Space

KaBe byte otn por twv bytes sivat apBunpévo
e 32 bit TluA
e Kavel wrap around
e H apykn TLun EMLAEYETAL TN OTLYUN EKKLVNONG
To TCP Siaomael tn por 6ebouEVWY O€ TTAKETA
To pnEyeBocg makeTou TepLopileTal armo 1o péEyloto peyeboc segment (MSS)
= KaBe nakEto €xel €va sequence number (oplOnd oelpdg)

Mpoodlopilel mov Bpioketal otn pon dedopévwv
13450 14950 16050 17550

! ! ! !

~ ~\ ~ ~
\ \J \ A

packet 8 packet 9 packet 10
Entinebo petadopdg 40



2 NMOVTIKEC EvvoleC Tou TCP

2 NUOVTLKA Ttapapetpod: to Napabupo cupdopnong (Congestion window)

% Auvoyukn pUBULoN Tou peyEBouc Tou Kata T SLapKeELa TNG LETAd00NC
TWV MTAKETWV TNC pon¢ (adaptation of its size)

Yrtapyxel KL aAAN po mapapetpoc ntov Agyetal Threshold

Kat eixvel mote otapata n slow start paon & Eekiva n congestion
avoidance ¢adon

Timeouts
& not receiving the ACK of a packet within a time interval
Estimating RTT
JUUTEPOLVEL TIC AMWAELEG TwV TTAKETWV (Inferring packet loss)
Slow start

Fast retransmission
Transport Layer 4-41



TCP seq. #’s and ACKs (1/2)

Seq. #'s:

«ApLOUOGCY» pong byte Tou mpwtov byte ota dedopéva tou segment

ACKs:

e seq # tou emouevou byte rou avapgvetratl amo tnv AAAn MAevpaA

* ouoowpeUTKO (cumulative) ACK

Entinebo petadopdg
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TCP seq. #’s and ACKs (2/2)

Q: Nwcg dtayxetpiletal o mapaAnming segments mouv ptavouv pe Aadocg
oElpo

A: Aev teplypadetal otic «rpodlaypadec» TCP — eTAEYETAL KATA
BouUAnon oe kaBe vAormoinon

O MapaANTTNG EXEL TLC TIOPAKATW OSUO YEVIKEC EMLAOYEC:
1. apéowe “neta” ta segments mov £éptacav pe Aadoc¢ oslpa,

2. “kpatd” Ta segments mou NpOav ue Aadoc¢ oELpa KoL TLEPLUEVEL TAL
AaBeL noaketa pe ta bytes tov “xaOnkav/dev £éptaocav”’ wote va
KaAUPEL T KEVA

Entinebo petadopdg 43



TCP ouvdeon: xewpayia os 3
Buata

Bua 1: o client host oteAvel ToTCP SYN segment ctov server

* [poodlopilel Tov apytko aptduo oepac (seq #)
o Aev MePLEXEL SESOMEVL
Biua 2: o server host Aappavet to SYN, amnavtael pe SYNACK segment

O server deopevel buffers !
Mpocdlopilel Tov apxLKO aplOUO oeLpAC

Bua 3: o client AappBavelt SYNACK, anavtaesl pe ACK segment, mou
MITOPEL va TTEPLEXEL KaL SESOMEVQL

Entinebo petadopdg 44



EykaBidpuon ocuvdeonc: xepaia o€ 3
Buata

* KaBe nmAevupa elbomolei Tnv AAAN yLa Tov
apPXLKO aplOuod oepadc (seq #) mou Ba
XPNOLULOTIOLNOEL YLOL TNV QTTOCTOAN)

Mati va pnv emtihe€ou e amAa to 0;

ﬂpETFEL val O(T[Od)UVELTI’]V ACK: SeqC+1
ETLKAAL N LE TPONYOUEVO SYN: SeqS
TIOKETO
e Ocpata aoPpaleLag
e KaBe mAevpa eniBeBatwvel Tov aplOuo
OELPAC TNG AAANC
SYN-ACK: aplBuoc ostpac entBePfaiwong + 1

* Mrnopeiva ouvbudaoeL to 6e0tePo SYN UE  client Server

10 Ttpwto ACK
Entinebo petadopdg 45



Awaxeipion TCP ouvdeon

YnievBupion: Brua 1: o client host otéAvel toTCP SYN segment otov
OL TCP sender & receiver gykaBi6puouv Server
ouvéeon mpuv avtaldfouv segments *  MpoodLopileL Tov apxkd aptBpod oeLpds (seq
debopévwv #)

* Ko@oAou Sedopéva

* apxwonoinon petaBAntwy TouTCP : BrAua 2: o server host Aappavelto SYN, amovtael pe
seq. #s SYNACK segment
Buffers & nAnpodopieg eAéyxou pon¢

(e.g. RevWindow) * O server 6eopével buffers

* [pocblopileL Tov apyko aplOpo oepag

«  client: ekwdeL T oUVSEGN BrAua 3: o client AapBavel SYNACK, anavtdel pe ACK
Socket clientSocket = new segment, TOU UMOPEL va EPLEXEL KaL dedopéva

Socket ("hostname", "port number") ;

* server: amoSEXETAL EMIKOWVWVIA ATIO TOV
client

Socket connectionSocket =
welcomeSocket.accept() ;

Entinebo petadopdg 46



Awaxeipion TCP ouvdeonc
(ouvexewa)

KAselowo pioc ocuvdeaonc:

O client kAelvel To socket:
clientSocket.close() ;

Briua 1: To TEpUATIKO cuoTnpa tou client otéAvel

TCP FIN segment eAéyxou oTov server

Bripa 2: TO TEPUATIKO cUoTnHa Tou server AappPavel
1o FIN, amnavtael pe ACK. KAelvel tnv ouvdeon,

otéAvel FIN

timed wait

closed ~

Entinebo petadopdg

client

FIN

NG
/
K

server@

close
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Awaxeipion TCP ouvdeonc
(ouvexewa)

Briua 3: o client Aappavel to FIN, amovtael
ne ACK

closing
. , , FIN
Mrnalivel os ypoviouévn avauovn -
Ba amnaviostl pe ACK ota FINs tou
Aappavel Re '
closing
Briua 4: o server, Aappavet to ACK. W
H ocUvdeon €kAeLoE. T
, , , , o ACk
JNUELWON: LE ULKPEC LETATPOTIEG, UTTOPEL 2
va yivel Staxeiplon tavtoxpovwy FINs. E closed
closed ~

Entinebo petadopdg 48



P CLOSED

wiait 30 seconds //
.-/
/
f
|
TIME_WAIT

3

receive FIN
send ACK

FIN_WAIT_2
A

\
b

%,

n, ™
receive ACK ™

client application
initiates a TCP connection

send SYN

SYN_SENT

receive SYN & ACK
send ACK

y

ESTABLISHED

send nothing s

FIN_WAIT_1

KUkAo¢ {wNn¢
TCP client

client application
initiates close connection

Awaxeipion TCP
ouvéeonc(ouvveyeLla)

send FIN

CLOSED

eceive ACK .2
send nothing //

/

/
/

/

f
LAST_ACK
A

send FIN

CLOSE_WAIT

X
\

X

KUkAog {wNn¢
TCP server

server application
creates a listen socket

LISTEN

recely

e SYN
send SYN &

 ACK

A 4

SYN_RCVD

\\
receive FIN ™~___
send ACK

ESTABLISHED

Entinebo petadopdg
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Napadewypa eykabidpuonc TCP
ouvdeonc 1

09:23:33.042318 IP 128.2.222.198.3123 > 192.216.219.96.80:
S

4019802004:4019802004 (0) win 65535 <mss
1260 ,nop,nop, sackOK> (DF)

09:23:33.118329 IP 192.216.219.96.80 > 128.2.222.198.3123.:
S

3428951569:3428951569 (0) ack 4019802005 win 5840 <mss
1460 ,nop,nop, sackOK> (DF)

09:23:33.118405 IP 128.2.222.198.3123 > 192.216.219.96.80:
ack
3428951570 win 65535 (DF)

Entinebo petadopdg
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Napadewypa eykabidpuonc TCP
ouvdeong 2

Client SYN

— SeqC: Seq. #4019802004, window 65535, max. seg. 1260
Server SYN-ACK+SYN

— AapBavel: #4019802005 (= SeqC+1)

— SeqS: Seq. #3428951569, window 5840, max. seg. 1460
Client SYN-ACK

— AapPavel: #3428951570 (= SeqS+1)

Entinebo petadopdg
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Awaypappa kotaotaoncTCP:
eykaBidpuonc cuvdeonc

Client

ED4=_ .
FLOS ) active OPEN
| Serverl\I create TCB
passive OPE CLOSE Snd SYN
create TCB delete TCB
LISTEN CLOSE
delete TCB
rcv SYN SEND v
< snd SYN AC snd SYN N
SYN rcv SYN JYN
RCVD] [ AQK SENT
rcv ACK of SYN Rev SYN, ACK
Snd ACK
CLOSE 3
Send FIN ESTAB

ETIUTEOOD HETAPOPUT 52



KAglolpo cuvdeonc

Ortowadnnote mAsupa Pmopei va
EeklvrioeL To KAEioLo TnG oLUvdEDNG

>teAvel FIN

“Ae Ba otelAw aA\a dedopeva”

IACK, SeqA+1
H aAAn MAEUPA UMOPEL VO GUVEXLOEL val

oTEAVEL Hebopéva

«Hut-avolwytn» cuvdeon

MpEmnel va cuvexioel va emBePatwvel
EmBeBaiwon tou FIN

EmiBeBaiwon pe sequence number + 1

A B
FIN, SeqA

\

Dat
ACK

\

FIN, Se
CK, SeqB+1

Entinebo petadopdg
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Napadewypa kAewoipotog TCP
ouvdeonc 1

09:54:17.585396 IP 128.2.222.198.4474 >
128.2.210.194.6616: F
1489294581:1489294581 (0) ack 1909787689 win 65434 (DF)

09:54:17.585732 IP 128.2.210.194.6616 >
128.2.222.198.4474: F
1909787689:1909787689 (0) ack 1489294582 win 5840 (DF)

09:54:17.585764 IP 128.2.222.198.4474 >
128.2.210.194.6616: . ack
1909787690 win 65434 (DF)

Entinebo petadopdg
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Napadewypa kAewoipotog TCP
ouvdeong 2

Session
Echo client on 128.2.222.198, server on 128.2.210.194
Client FIN
SeqC: 1489294581
Server ACK + FIN
e Ack: 1489294582 (= SeqC+1)
* SeqS: 1909787689
Client ACK
Ack: 1909787690 (= SeqS+1)

Entinebo petadopdg
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Awaypappa kataotaonc:KAsiowo

4
ocuvdeonc
CLOSE ]
send FIN Active CloseESTAB
C'—OSFE rev FIN  passive Close
FIN : send FIN send ACK : CLOSE
WAIT-1 WAIT
|< rcv FIN
lAC snd ACK gqLOSE
cv FIN+ACK__¥ shd FIN
FIN WAIT{2 snd ACK/ICLOSING |.AST—ACK
lrcv ACKof FIN oV AC"iOf FIN
rcv FIN " Timeout=2msl
snd ACK delete TCB

Entinebo petadopdg 56




TCP Timeout

e MnXavIopog tou KaBopillel OGO VL ITEPLUEVEL O ATTOOTOAEQAC LEXPL
va éavaoteiAeL TO MAKETO

* O timer (eav ndn dev “tpexel” yla kamolo aAlo segment) Eekva otov
10 segment “napadidbetal” oto IP eninedo

* Otav o timer AnéeL, 1o segment EavaoteAvetal kat to TCP &ekwva Eava
Tov timer

" To TCP tou sender diatnpei mrAnpodopia yia to naAtdotepo
unacknowledged byte

Entinebo petadopdg 57



Sliding window of TCP

To TCP elva eva mpwTtOKoAAo kUALOuevou napadupov (sliding window

ATTOOTOAEQLC:

Mo uéyedoc napadupou n, unopei va otellel Ewcg Kat n bytes xwpic
va AdBeL emBeBaiwon

Otav ta 6edopeva erfeBatwBoulv tote to napabupo
LLETAKLVELTOL TIPOC TOL UTTPOC

NopaAnmTng:

21O KABe makETo “onuelwvetal” To pEyeboc mapabupou, SnAadn o
opLOUOG TwV bytes yLa to onoila EXEL XWPO O TIOLPOARTITNC

Entinebo petadopdg 58



‘EAeyxo¢ pon¢ pe mapadupo

AnootéAAovoa MAsupa

window

FTGAONKav Kal 2TaABnkav
emBefaibbnkay| JAAD OEV
EmIBeLaiwbnka

T

ETrépeva yia d1iI'OO'TO)\I']

Entinebo petadopdg
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Mnxaviopog yprnyopng
EMOVOLTTOOTOANC

To TCP xpnolpomolel Ta sequence numbers yla voL BpeL oLa TTAKETA
gxouv Yabetl

H rmapaAaPn 3 opoiwv ACKs yia Evo oUYKeKpLUEVO segment TaileL To
poAo evoc “euueoou” NACK (negative ACK — apvntikng
emiBeBalwonc) ya to segment mou akoAouBel, tpokaAwvTac TNV
ETIOVATIOOTOAN TOU segment rtptv yivel timeout

Entinebo petadopdg 60



‘EAeyxoc ponc pe mapadbupo:
amootEAovcoa MAEVPA

Packet Sent Packet Received
Source Port Dest. Port

Source Port Dest. Port

Sequence Number

Options...

~—0—_/

Options...

App write
| L |

O >
emBefaiwpéva oTaApéva TTROKEITAl eyy6e Tapadipou
VAo OTOAOUV
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‘EAeyxo¢ pon¢ pe mapadupo

Aappavouvoa nAgvpa

T TTp&TTEl VA KAVEI O TTAPAARTITAG;
New

Buffer TrapaAqrzr

Agv €xouv
eMPePaAIWOEI

aKOua

window

Entinebo petadopdg
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TCP Round Trip Time kot
Timeout

Q: mwc va B€covupe tnv Tiun tov TCP timeout?
Oa mpeEmeL va elval peyaAutepo amo to round-trip-time (RTT)
& voi, oAAA To RTT mrowkiAAet!
Av glval TTOAU ULKPO ... = POwWEo timeout, Tou dSnuLoupyei
® emavamooTolEg ou Sev ival amnapaitntec!
[MoAU peyalo? =2 apyn Kat pUikpn avtiépaon otnv anwAela segment !!!

Q. nuwg va utoAoyicoupe to RTT?

SampleRTT: 0 XpOVOG IOV UETPNONKE amo TNV armooToAr Tou segment wg
v apaiafn touv ACK

Ayvoel segments mou £xouv PTACEL UE ETIOVATIOOTOAEC
SampleRTT Oa noikiAAeL, Belovpe “opalotepo” 1o umtoAoylopevo RTT
BpioKOULE TO LECO OPO OO TIC TTPOCPATEC LETPIOELG
Oxt LOVO TO TwPLO SampleRTT
Entinebo petadopdg 63



TCP Round Trip Time ko
Timeout

EstimatedRTT = (1- a)*EstimatedRTT + o*SampleRTT

- M.O. ue ekBetika Bapn (exponential weighted moving average)
- H enidpaon twv maAaotepwv deypdatwv ¢pOivel ekOeTIKA
e Turmkn tiun: oo =0.125
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TCP Round Trip Time Kot
Timeout

O<tovToc To timeout

e EstimtedRTT cuv “neplBwplo aocdaAeiac”
*  MeydaAn petaBAntotnta oto EstimatedRTT -> peyaAltepo neplbwplo aocdaieiog
* [lpwta umtoAoyiletal n TUTLkn amtokAlon tou SampleRTT aro to EstimatedRTT:

DevRTT = ( 1 - B )* DevRTT +
B * | SampleRTT - EstimatedRTT |

(tumika, B = 0.25)

MeTa n TR Tou XpovikoU dlaothpatog tibetal os:

EstimatedRTT + 4 * DevRTT

TimeoutInterval
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TCP reliable data transfer

TCP creates service on top of IP’s unreliable service

pipelined segments (e.g., sending several segments, back-to-back)
cumulative acks

TCP uses single retransmission timer

retransmissions are triggered by:
o timeout events
o duplicate acks



TCP sender events:

data received from application:

Create segment with seq #
seq # is byte-stream number of first data byte in segment
start timer if not already running

(think of timer as for oldest unacked segment)
expiration interval: TimeOutInterval



TCP sender events:

timeout:

* retransmit segment that caused timeout
* restarttimer

ACK packet received:

If acknowledges previously unacked segments
e update what is known to be acked

e start timer if there are outstanding segments



NextSegNum = InitialSeqNum
SendBase = InitialSeqNum

loop (forever) {
switch(event)
event: data received from application above
create TCP segment with sequence number
lextSegNum
if (timer currently not running)
start timer
pass segment to IP
NextSegqNum = NextSegNum + length(data)
event: timer timeout
retransmit not-yet-acknowledged segment with
smallest sequence number
start timer
event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged
egments)
start timer

}

} /" end of loop forever */

TCP
sender
(«Bookac
oAyopLOpoc»)

Comment:

e SendBase-1:teAeutaio
byte yLa to omnolo
emBefowdnke
OUCOWPEUTIKA

n Andn tou

NextSeqNum-1:

TO TeAevTOLO

Byte mou petadobnke
OUCWPEVUTLKA




Q:

TCP Round Trip Time and
Timeout

how to set TCP timeout Q: how to estimate RTT?

value?
longer than RTT

& put RTT varies!

too short: premature timeout °

@~ unnecessary
retransmissions

too long: slow reaction to
segment loss

SampleRTT: LETPNOE TOV XPOVO ATO TNV
pnetadoon tou segment pExpL tn AnYn tou
ACK

o AyvOnoe TIC EMOVAUETAOOOELC
SampleRTT will vary, want estimated
RTT “smoother”

o average several recent measurements,
not just current SampleRTT



TCP Round Trip Time and
Timeout

EstimatedRTT = (1- o) *EstimatedRTT + o*SampleRTT

<+ Exponential weighted moving average
< influence of past sample decreases exponentially fast
< typical value: a0 =0.125



350 ~

300

Example RTT estimation:

RTT: gaia.cs.umass.edu to fantasia.eurecom.fr

N
[&)]
o

RTT (milliseconds)

200 +

150

100

22 29 36 43 50 57 64 71 78 85 92
time (seconnds)

—e—SampleRTT —#&—Estimated RTT |

Transport Layer
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TCP: retransmission scenarios

Seqg=

‘ q 92, 8 b.Vtes data T_

-

-A00 =

= X 2

l loss ko

Seqg= l
9=92 8 bytes ot Sendbase T

=100 -

SendBase §

A0 =120 E

o= S

O

SendBase &
- 100 SendBase 1

! ! =120 v premature timeout
t|me time

lost ACK scenario
Transport Layer



TCP retransmission scenarios

timeout——
(7))
(0]
v

=120

N

?<
SendBase oA

time
Cumulative ACK scenario

Transport Layer



TCP congestion control: control of
sending rate
<Y Sender:

* Reduces the sending rate via reducing the congestion window, when
a loss event occurs

* Increase the sending rate, when congestion is reduced

timeout or 3 DUP ACKs

@ But how much should a sender reduce its congestion window ?

.astByteSent- LastByteAcked < min (Congestion Window, Receive Wiﬁd@ 7

flow control

congestion

Observation: Large Congestion Windows - Large Number of

- Transport Layer _
non-ACKed packets trx — Large Sending Rate port Lay 4-75



KevtplKa XOpOKTNPLOTLKA TOU EAEYXOU
ocupdopnonc tou TCP (congestion control)

1. Tpappkn avénon, moAAanAaciactiki peiwon (additive increase,
multiplicative decrease):

Increase transmission rate (window size), probing for usable bandwidth,
until loss occurs

additive increase: incr---~ Congestion Window by 1 MSS every
RTT, until loss detectea

multiplicative decrease: cut Congestion Window in half after loss

1. Slow start
2. Reaction to timeout events

time

Transport Layer 4-76



TCP congestion control:additive increase,
multiplicative decrease (AIMD)

Approach: increase transmission rate (window size), probing for
usable bandwidth until loss occurs

(V]
(&)
c
© oy . . . o .
2 & additive increase: increase Congestion Window by 1 MSS
E — every RTT until loss detected
o e g . . . .
2 multiplicative decrease: cut Congestion Window in half
(V]
e after loss
S
Using the additive increase = Covrv]i?]?jztxn
It probes the network to 3 24 Kbytes —
Check if the congestion has %
Been alleviated 'S 16 Kbytes
»
o
CC) GN) 8 Kbytes —
O w time
Saw tooth > time

behavior: probing for bandwidth Transport Layer



How fast the window size of the sender
increases affects the TCP sending rate

Additive Increase Exponential Increase

—
/
§Z i

Transport Layer

‘/ v
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Anodpuyn cupdopnonc (Congestion
Avoidance)
H ypaupikn avénon touv nopabupou touTCP
congestion control Acyetal paon arnopuync
cuppopnong

Destination

/ . Add one packet
\  each RTT
P |

Transport Layer 4-79



TCP Congestion Control — key ideas

sender limits transmission: How does sender perceive congestion?

LastByteSent-LastByteAcked loss event =timeout or 3 duplicate acks
TCP sender reduces rate (Congestion Windor

after loss event
(VIO omAOTNTIA OC LKXAYVONOOUHE» IIQOC

OTLYUIl TOV €AgYXO pONC)
ROngi |Iy.
rate =

< CongWin

CongWin
RTT

Bytes/sec :
ytes/ three mechanisms:

* AIMD

Congestion Window is dynamic, function * slow start
of perceived network congestion * conservative after timeout events

Observation: Large Congestion Windows — Large Sending Ratep

in the slides, sometimes we talk about increase/decrease of the rate and
other times about increase/decrease of CongWindow




TCP Slow Start (1/3)

Otav ¢ekva n oOvdeon 1o CongestionWindow eivat 1 MSS

eneldn 1o congestion window eival oAU pkpo Aéyetal “slow start”

 Example: MSS =500 bytes & RTT = 200 msec
* initial rate = 20 kbps

note: Qotoco to dtabsoipo bandwidth pmopet va sivat >>MSS/RTT
© T ouTo o AOYyo auEavou e ypriyopo To pubpo petadoonc
AnAadn tov avéavoupe eKOETIKA

MEXpL OPUWC TNV TIPWTN ATTWAELO TTOLKETOU

v The increase (CongestionWindow++) takes place at the reception of
1 ACK ...

@ why the rate increases exponentially fast?



Example of TCP Slow start (2/3)

TCP sends the first segment and waits for the ACK
If this segment is acked before a loss event,
 the TCP sender increases the congestion window by 1 MSS, and
* sends out two maximum-sized segments.
If these segments are acked before loss events,
the sender increase the congestion window by 1 MSS for each of
the ACK segments,
(giving a congestion window of 4 MSSS), and
sends out 4 maximum sized segments.

The value of CongWindow effectively doubles every RTT during the

slow-start phase.

Transport Layer



TCP Slow Start (3/3)

When connection begins, increase
rate exponentially until first loss
event:

double CongWin every RTT

o done by incrementing CongWin for
every ACK received

Summary: initial rate is slow but
ramps up exponentially fast




Fast Retransmit

* time-out period often relatively long:

* |ong delay before resending lost packet

* detect lost segments via duplicate ACKs
= sender often sends many segments back-to-back
= if segment is lost, there will likely be many duplicate ACKs

= if sender receives 3 ACKs for the same data, it supposes that segment
after ACKed data was lost:

fast retransmit: resend segment before timer expires

<~TCP Reno supports Fast Retransmit while TCP Tahoe does not.



Mpocoxn: 6L0LPOPETIKEC MEPUTTWOELC
OLTTWAELOC TTOLKETOU

& AladpopeTIKA aviibpaon av exouue timeout kol SLodbOPETLKN AV EXOUUE 3
DUPACKs 1111

AwkaoAoynon:

3 dup ACKs (duplicate acknowledgements) Seixvouv pia 1o ATLa KATAoTOoN
oupudopnonc ano OtL N Mepimtwon Tou timeout

Mot otnv pwtn nepimtwon KatadpEPVeL o TapaANTTNG KoL AapBAavel kartota
segments

(?

timeout indicates a more alarming congestion scenario




Refinement: inferring loss

e Meta amno tn AnYn 3 dup ACKs:
* Congestion window (cwnd) iscutin half
Kol peta auéavetal ypOouL LKA
e AAAQG peta ano timeout:
* To congestion window (cwnd)yivetatl MSS

e Avutavel ekdetika pexpl eva threshold (mou sival loo pe To HLoo
000 NTOV TIPLV To timeout), Kol LETA AUEAVEL ypaLILILKC

. Philosophy:

< 3 dup ACKs indicates network capable of delivering some segments
< timeout indicates a “more alarming” congestion scenario




Reaction to Congestion Events

& Distinguish the approach based on the type of event: timeout or 3-DUP-
ACKs

In the case of 3-DUP-ACKs:

— Congestion window / 2 and then increase linearly

In the case of timeout:

@ The sender enters the slow-start phase!!!

— Congestion window = 1MSS

— exponential increase until the congestion window reaches half the value it
had before the timeout, and then

— continue with linear increase (as in the case of 3-DUP-ACK)
Transport Layer 4-37



TCP Congestion Control

* When CongWin <= Threshold:

sender in slow-start phase, congest. window grows exponentially
* When CongWin > Threshold:

sender in congestion-avoidance phase, congest. window grows linearly
* When triple duplicate ACK occurs: —

 Threshold=CongWin/2 — Congestion Avoidance

* CongWin=Threshold phase
When timeout occurs:
* Threshold=CongWin/2

 Slow start phase
* CongWin=1 MSS

Transport Layer 4-88



TCP CongestionControl: details

sender limits transmission:
LastByteSent-LastByteAcked < cnwd

cwnd

roughly, rate = — Bytes/sec

cwnd is dynamic, function of perceived network congestion

How does sender perceive congestion?
* Joss event = timeout or 3 duplicate acks
 TCP sender reduces rate (cwnd) after loss event

three mechanisms:
e AIMD

* slow start
* conservative after timeout events




timeout
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time

Resending a segment after triqlrgn%%gptcggeeﬁr\CK



Fast retransmit algorithm:

event: ACK received, with ACK field value of y
if (y > SendBase) {
SendBase =y
if (there are currently not-yet-acknowledged segments)
start timer
}
else {
increment count of dup ACKs received for y
if (count of dup ACKs received fory = 3) {
resend segment with sequence numbery
}
a duplicate ACK for fast retransmit

already ACKed segment



Chapter 3 outline

3.1 Transport-layer services 3.5 Connection-oriented

3.2 Multiplexing and transport: TCP

demultiplexing — segment structure

3.3 Connectionless transport: — reliable data transfer

UDP

— flow control
— connection management

3.6 Principles of congestion
control

3.7 TCP congestion control



TCP Flow Control

* TCP is a sliding window protocol

— For window size n, can send up to n bytes without
receiving an acknowledgement

— When the data is acknowledged then the window slides
forward

* Each packet advertises a window size

— Indicates number of bytes the receiver has space for

e Original TCP always sent entire window

— Congestion control now limits this

Transport Layer 4-93



Window Flow Control: Send Side

window

Sent and acked

T

Next to be sent |

Transport Layer




Window Flow Control: Receive Side

What should receiver do?

New
Receive buffer /
7 |

window

Transport Layer



TCP Flow Control

Receive side of TCP connection has a receive buffer:

—flow control

sender won’t overflow
receiver’s buffer by
transmitting too much,

{n—Rcv\Uindow —ul- too fast
data from : TCP 7 application
P spare room oo dete 0 —w process

7 inbuffer”

{'— RevBuffer —'I

speed-matching service: matching the send rate to the receiving app’s
drain rate

< app process may be slow at reading from buffer



TCP Flow control: how it works
f— RevWindow —f

data from - TCP application
P spare room 78485, /1— process

~inbuffer”

{'— RevBuffer —I}
receiver advertises spare room by including value of RevWindow in segments

sender limits unACKed data to ReviWindow

— guarantees receive buffer doesn’t overflow

suppose TCP receiver discards out-of-order segments)

spare room in buffer
RcviWindow = RcvBuffer - [LastByteRcvd - LastByteRead]



TCP congestion control: summary

<) Sender:

* Reduces the sending rate via reducing the congestion window, when
a loss event occurs

* Increagse the sending rate, when congestion is reduced

timeout or 3 DUP ACKs

<> But how much should a sender reduce its congestion window ?
LastByteSent- LastByteAcked < min ' Congestion Window, Receivg io

congestion flow control

Observation: Large Congestion Windows — Largel_}\(_lﬂlrj]rsnpl%err,& Egyer 1.08

non-ACKed packets trx — Large Sending Rate
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