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Xpnupatodotnon

To apoOv ekTatdeUTLKO UALKO €XeL avarmtuxBel ota mAaiola tou
eKTIALOEVUTIKOU £pyou Tou Sldaokovta.

To €pyo «Avoilkta Akadnuaikd Madnuata oto Naveniotiuio KpRtng»
EXEL XPNUATOO0TNOEL HOVO TN avadlapopdwon Tou eKTALOEUTIKOU UALKOU.

To €pyo vloToleitat oto mAaiolo Tou Emxelpnotakol Mpoypapotod
«Ekmaidsvon kat Ala Biou Mabnon» kal cuyxpnuatodoteitol amo tnv
Evpwnaikn Evwon (Evpwmnaiko Kowvwviko Tapeio) kot amo €Bvikoug
TOPOUC.
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ZnMeElwpa adelodotnong

To apov UALKO dratiBetat pe Toug 6poug TG adetag xpriong Creative Commons
Avadopd, Mn Eprnopkiy Xprion, Oxt Mapaywyo Epyo 4.0 [1] 1) petayeveotepn, AeBvrig
Exkbdoon. Efaipouvtal ta autoteAn epya tpitwv T.X. pwtoypadies, Saypappota KA.,
TOL OTTOLOL EUTIEPLEXOVTOL OE QUTO KOl Ta ortoia avadepovtal Hall e TOUG OPOUG xpnonq
TOUG oTo «2nueiwpa Xpnong Epywv Tpitwv».

[1] http://creativecommons.org/licenses/by-nc-nd/4.0/ ‘ @ ®®@\

Qq Mn Epmnopwkn opiletal n xpnon:
mou bev nspt}\auBavsL QLLEDCO I EUUECO OLKOVOLLKO OPEAOC Qo TNV XPron Tou £pyou, yla To
Slavopea tou €pyou Kot adelodoyxo
— 1ou Oev mepAa U PAVEL OLKOVOLKN) cuvaAAayr we mpolTtoBeon yla tn xprion N mpocBacn oto
Epyo
— T1ou Sev mpoomopilel oto Slavopea Tou €pyou Kol adeloSOX0 EUUETO OLKOVOLLKO 0¢deAOG (Tt .
Sdtadnuioelg) amod tnv mpoBoAr tou Epyou o€ SLASIKTUAKO TOTO

O dwkaouyog unopst VOl TIOLPEXEL OTOV a6€t060xo Eexwplotn adeLa va XpNOLLLOTIOLEL TO
£PYO yLa EUTIOPLKA XpHon, Epocov autd tou {ntnoel.



2KOTIOL EVOTNTOC

* Anuloupyio pac Siktuakng epapuoync



Anpioupywvtac Lo SIKTUOKN
epappoyn

[padOUE MpoypAOTA TO OTTOoLAL:

TpExouv o€ SLaPOPETIKA TEPUATIKA CUCTAMOTA

KOlL ETILKOLVWVOUV HECW SLKTUOU

M.X., TO AOYLOMLKO TOU Web server €MIKOWVWVEL e To AOYLOULKO ToU browser

transport
H edbappoyn ota TEPUATIKA CUCTHUATA —ietuork
ETUTPETEL TN paydaia avamtuén .
Kat dtadoon epapuoywy
5 eoo(d
. - (/ =
:
§
transport
transport & network
_D.EEL%EE_ @ Co ..;"!'c '! i'\.'ll
nhysical paysica
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[EVIKEC APXLTEKTOVIKEC
epappoywv
* MeAatn-eéunnpetntn (client-server)
* Alopotipo cvotnua (peer-to-peer P2P)

* YBpLOLKO TOU TTEAATN-EELUTINPETNTH KoL TOU
SLOUOTLLOU CUTAUOTOC

Enimedo epappoyAc



Client-server ap)LteKTOVIKN)

server:
e Juvexn¢ dtaBsopotnta (always-on host)

Moviun IP dtebBuvon

Ouada ano servers (server farms) yia KALLAKwWON
(scaling)

clients:
* ETKOWVWVOUV LLE TOV server
* MBavotata xwpic cuvexn ouvdeon

* MBavotata pe duvauikeg IP addresses (mou
Aappavouv amno evav DCHP server)

e Agv eTIKOWVWVOUV apeoa o evag client pe tov
aAlov

Emimedo spappoyng 7



KaBapn P2P apyttektoviki

e Agv UTTAPYEL Server Tou va eival ocuvexwe dlabEoLog
* TEPUATIKA CUOTAUATA ETLKOLVWVOUV TO VAl LE TO AAAO

e OLpeers €xouv dlakomtopevn oUvdeon oto lvtepveT kat ot IP dteuBuvoelg
TOUC umopet vat aAAalouv

* NMapadewypa: Gnutella

F” Elvat KALLakwoLa oAG 0xL EUKOAO VoL

A SLOXELPLOTELC

Emimedo spappoyng 8



YBpLéko client-server kot P2P

Skype
* Edappoyn dtadilktuakng tnAedwviog
* EUpeon 61eVBUVONC ATIOUAKPUOUEVOU TIPOCWTIOU: KEVTPLKOTIOLNUEVOG server(s)

* H ouvdeon amno client o client eivatl apeon (o0xL peow server)

Apeon avtaAAayn puvnuatwy (instant messaging)
H cuvopAia petay dvo xpnotwv eivat P2P
Evtomiopog napouoioc/B€ong KEVIPLKOTIOLNUEVN:
* O xpnotnc kataxwpetl tnVv IP StevBuvor Tou e KEVTPLKO server otav pmaivel online

* O XpNOTNG ETLKOLWVWVEL LIE TOV KEVTPLKO server yla va Bpel Tig IP SteuBuvoelg Twv
enadwyv Tou

Emimedo spappoyng 9



ALEPYOLOLEC TTIOU EMKOWVWVOUV

Alepyaocia: mpoypappo tou TpEXEL o€ €va host

2tov idlo host: .
Alepyaoia client:

dU0 SlepyaoLeEC ETIKOWVWVOUV HETAED TOUG n Slepyacia mou Sekvdel

ue dtadepyaoiakn emikovwvia (inter- TNV EMKOWVWViaL

process communication) (opiletot oto OS) Alepyaoia server :

n Slepyacia Tou EPLUEVEL
yla ETIKOLVWVLaL

T~ Aepyaoiec oe Stadopetikoic hosts

ETUKOWWVOUV HE TNV avTaAAayr HNVURATWY

s 2nUelwon: epaproyEC e P2P apxLtekTtovikeG Exouv dtepyacoiec client
& server

Emimedo spappoyng 10



Alepyacio otov 6EKTN

O sender mtpoodLopilel Tn Slepyacia 0Tn CUOKEUN TOU
HEKTN XPNOLUOTIOLWVTOC TA TTAPAKATW SVO OTOLXELAL:

ovopua 1 dtevBuvon TNC CUOKEUNG
—>A/IP address

mpoadiopilel povadikd To network interface Tou dékTn
povadikoTnta oto Internet

eva identifier mou npoodlopilel Tnv dlepyacia otov

SEKTN /

Port number

Emimedo spappoyng 11



Yneveuman Sockets

Alepyaoiec otéAvouv/AauBavouv
unvouata npog/arno socket
Socket polalel pe pa “Oupa”

* H amootéhovcoa Slepyacia
OTEAVEL TO HAVUMA £€Ew aTto TV
I(eL'Jpa”

* H amootéA\ouoca dlepyacia
uTtoB€teL umodoun pHeTaPopag
nlow armo tnv “Bupa” mou pepvel
TO MAVUHA oTo socket TG
Aappavouoag dlepyaoiog

AP| - eTiAEyEL:
- To mMpwWTOKOAAO petadopaC
*  TIUEC OE TTOPOUETPOUC

— EAéyyxetan amd 10

; , a GYEOOGTI TNG
5‘38"\{{1@&{1 £QAPLOYTC

olEpyacia

TCP pe TCP pe
buffers, Internet buffers,
netafAntég netafAntég
EAéyyetan
amo to OS
12
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AlevBuvolodotnon diepyaciwv

Mo var AdBet pnvopata n dtepyaoia
MPETEL vaL EXEL Evav identifier

% O host €xeL pia povadikn 32-bit IP
SdlevBuvon

Y O identifier mepiéxel IP StevBuvon &
aplOpouc Bupwv (port numbers) tng
SLepyaoiog oto host

Noapadeitypata aplBuwyv Bupwv:
* HTTP server: 80

& Apkein IP 8tevBuvon tou host otov . Mail server: 25

omoio TpExeL n dlepyaoia yla tov
nMpPoodLopLpco tng Slepyaoiag;
Andvtnon: OXI, Tto?\?\éq 6L€pva0'teq Mo va oteilovpe eva HTTP pnvupa otov

Urtopel va Tpéxouv otov 810 gaia.cs.umass.edu web server:
host * |P &tevBuvon: 128.119.245.12

* AplOuocg upac: 80

Emimedo spappoyng 13



MpwtokoAAa EmuESOU
epapuoyng

Turnot unvupdtwy nov ovtallacoovtatl  MpwtokoAla/standards:

T.X., altnon, anavinon .
Zouvraén unvouaroc: .

TLtedla UTIAPYOUV OTO UVU O KOLL TTWG
auta Staywpilovtal

ZnuaoctoAoyia punvouotog
Ynuoaoia tng mAnpodopiac ota nedia

Kawvovecg yia to mote kat mwe ol
dtepyacisc otéAvouv & amavtouv o€
unvopata

Nepypadovtol o RFCs

Amawteital
SlaAeltoupyLlkoTNTA

r.X., HTTP, SMTP

Enimedo spappoyhic 14



TuLunnpeoia petadopag xpetaletol pia epappoyn;

ArtwAeLa SedopEvwy EVpoc {wvng
e Karmolec edpappuoyec (m.x., nxou) Karoleg epapuoyeg (t.X., TOAUEOIKEG;
UITOPOUV VAL avexBoUV KATIOLEC QTaALTOUV KATIOLO EAAXLOTO EUPOC
. {wvNG yLa va elval orOTEAECUOTLKEC
OTTWAELEC
, , , OL “eAaotikeg epappoyeg”
* AMN\ec edpappuoyec (m.x., LeTadpopa XONOLLOTIOLOUV
apxelwy, telnet) amattovv 100% onoloSATIOTE £Upoc LWVNC ival
aélomiotn petadopad Sedopevwy SlaBéoipo
XpOVIOUOG

Kamoleg edpappoyeg (m.x., dStadiktuakni tnAedwvia, dStadpaoTtikd mayvidla)
armattouV YapunAn kaBuotepnon yla va ival amoTeEAECUATIKEG

Emimedo spappoyng 15



ATOLTAOELC UTNPEcLaC peTtadopac yia

ouvnOeLg epapPHOYEG
Quality of Service (QoS) metrics

AtTwAcia Evaiobnoia o€
Epapuoyn dedopévwv  EUpog lwvng KOBuoTEPNOEIG

MeTagopa apxEiwv Kauia amwAela  €AAOTIKA Oyl
e-mail Kapio ammwAsia  eAAOTIKN ox
‘Eyypaea Web Kauia ammwAsia eAaoTiki ox1
ewvn/video Avoyn os AXoG¢: Skbps-1Mbps  vai, Tn¢ 1adéNnc
TTPAYHATIKOU XPOVOU aTTWAEIEC video:10kbps-5Mbps Twv100 msec
Avoxn o€
ATToBnKeupevn ewvn/video atrwAeleg O1rwg TTpIv val, JEPIKG secs
Avoxn o€ val, TNG TagNG TwVv
AladpaaTIKA TTAIXVIOIO aTTWAEIEC Aiya kbps mévw 100 msec
Aueon avraAAiayn
MNVUPATWV Kapia oTTwAEI0  EAACTIK Nai ka1 Oyl

(loTooo TI emidpaon £xouv ol QoS HETPIKEC 0TV TOIOTNTA TNC
utthpeoia¢ orwe Tnv avtiAappavetar évag xpnotng (Qok)?
Emimedo spappoyng 16



YrievOuuion:MpwtokoAAa petadopac

UNtnpPEowwV oto Internet

TCP vninpeola:

Juvdeolotpepnc: anatteital eykabidpuon petalL diepyaociwv Twv client & server
Aélomiotn uetapopa petall dlepyaoclwy Twv sender & receiver
EAeyyoc ponc: o sender 6ev katakAUeL Tov receiver

EAeyxoc ouu@opnonc: LELWVEL TNV pon Tou sender otnv nepinmtwon unepdopTwons
Tou SLKTUOU

AEV TOPEXEL XPOVIKEG 1) eAdxlotou bandwidth eyyunoelg

UDP untnpeoia:

Q: lMNartt vrtapyxel tote n UDP ouvdeon?

Avaélomnotn petadopad dedopevwy PeTaEL TNC AMOOTEANOUCAC KOL TNG
AappBavouoag dlepyaoiog

Aev rapéxel: eykaBidpuon ovvdeonc, aglomiotia, EAeYXOS pONG, EAEYXOC
oupudoOpnoNnG, XPOVLOUOGC, 1N eyyunon evpouc {wvng (data rate)

Emimedo spappoyng 17



Edbappoyec Stadiktuou: mPpwTOKOAAQ
epappoyng, petadopag

NMpwTtoKoAAO NMpwTtokKoAAO
EQappoyny  EMITTESOU EQAPHOYNG  METAPOPAS
e-mail SMTP [RFC 2821] TCP
ATTONAKPUOUEVN
TpooTréAacn TepuaTikou  Telnet [RFC 854] TCP
Web HTTP [RFC 2616] TCP
Metagpopd apxeiwv  FTP [RFC 959] TCP
|d10TaYEG
[MoAupéoa ouvexoug poric  (T1.X. RealNetworks) TCP n UDP
1I010TAYEC

Al0dIKTUOKN TNAEPWVIaQ

(11.X., Vonage,Dialpad) ouvribw¢ UDP

Emimedo spappoyng 18



Web kot HTTP

OpoAoyia
 Mia wotooeAida amoteAeital ano aviikeipeva (objects)
* ‘Eva object pmopet va eiva: HTML file, JPEG image, Java applet, audio file,...

 Mia wotooeAida anoteleital amo base HTML-file mou meplhappfavouv
uepka referenced objects

“§”KdBe object yivetal addressable amo ¢va URL

host name path name

Path name: shows from where (in the RAM or disk) to retrieve
the ob jec’r Emimedo spappoyng 19



HTTP overview

HTTP: hypertext transfer protocol

PC running

* [pwtokoAAo tou Web erunedou ed:apuov%’ép'orer

 client/server model

» client: browser mou {nta, AapBavel, n
“endavilel” Web objects

Server
running
Apache Web
server

» server: Web server otéAvel objects w¢
QTAVTNON O€ althpota mou Aappavel

HTTP 1.0: RFC 1945

HTTP 1.1: RFC 2068 Mac runhing
Navigator

Emimedo spappoyng 20



HTTP overview (ocuvéxeia)

M Xpnion touv TCP

O client:
Eekwva pia TCP ouvdeon: dnpovpyei socket oto server, port 80

O server:
déxetan tn TCP ocUvdeon aro tov client

e AvtaAAaynq HTTP punvupadtwv (application-layer protocol messages) petaéu
browser (HTTP client) & Web server (HTTP server)

e KAeiowo TCP oUvdeonc

Emimedo spappoyng 21



HTTP overview (ocuvéxeia)

Xpnon tou TCP:
e Oclient éekwva pia TCP oUvdeon (6nuovpyet socket) oto server, port 80
e O server 6éxetal tn TCP ocUvdeon amnd tov client

e AvtaAlayni HTTP pnvupdtwv (application-layer protocol messages) peta0 browser (HTTP
client) & Web server (HTTP server)

e KAeiowo TCP connection

HTTP dev Slatnpel mAnpodopia oXETIKA PE TNV KATAOTOON TOU CUCTAMOTOC
(elvaw “stateless”)

O server dev dlatnpel mAnpodopiec ano naAtotepa attipuata twy clients (requests)

@ MpwTtOKoAAa Ttou SLatnpoUlV KATOOTACELS TOU cuoTipatog (“state”) elval
nepinioka !

e 2TNV TEPUTTWON TIOU TO LOTOPLKO TWV TAAALOTEPWVY KOTAOTACEWV TIPETIEL VAl

Sdlatnpeital, v oL server/client katappeUooOUV, TOTE N EKOVA TTOU €XOUV yLa TNV

KOTAOTOON TOUG UTTOPEL va StapepPEL Kal To MPWTOKOAAO TipEmeL va eéaopalioet
uia “kotvy” elkova

Emimedo epappoyAc




HTTP ouvd€oelc

Nonpersistent HTTP

* To moAU éva avtikeipevo oTEAveTOL TTAVW armo pia TCP cuvdeon

 HTTP/1.0 xpnowpornotet nonpersistent HTTP

Persistent HTTP

&

client & server

MoAAarmAd avTIKELPLEVO UTTOPOUV va oTaAoUV Ttavw armo puia TCP ouvdeon petaly

HTTP/1.1 xpnowuomnolel persistent cuvdeoeslc oe default katdotoon

Emimedo spappoyng 23



Nonpersistent HTTP

YnoBeote o user Balet to URL (TTePIEXEI KEipEVO, avagopéc o€ 10 jpeg EIKOVEC)

www . someSchool.edu/someDepartment /home. index

1. HTTP client &ekwvael pia TCP ouvdeon otov

HTTP server (6lepyaoia) \

@ www.someSchool.edu oT1o port 80

1b. HTTP server oto host
www.someSchool.edu trepipével yia TCP

ouvdeon oto port 80,
“d€xetal” T oUVOEDH, EVUEPWVOVTAC TOV

2. HTTP client otéAvel HTTP unvunua client
altipartoc (meplAapBavovtog to
URL) oto socket tng TCP 00v6£0n\3. HTTP server Aappavel to unvupua
To povupa umtodelkvuel OtL o client QLLTHLOTOC, KATOALOKEVALEL éva LAvU Lo

(NTAEL TO AVTLKELUEVO aravtnonc neplhapBavovtag to
someDepartment/home.index / {NTOUEVO QVTIKELUEVO, & OTEAVEL TL

uAvupa oto socket

ime

Enimedo spappoyhic 24



Nonpersistent HTTP (cuvéxeia)

/ 4. HTTP server kAeivel TCP cuvbeon

5. HTTP client Aappavel To pnvupa
QTIOVTNONG TIOU TIEPLEXEL TO html
apxeio, kat 1o deixvel. AvaAvovtag
1o html apyxeio, Bplokel 10
avodepOUEVAr jpeg OVILKELHEVA

Time 6. Ta BApata 1-5 smavalappavovtat
v yla kaBe €va amno ta 10 jpeg
QVTLKELHEVA

7" In this example, 11 TCP connections will be created!

Enimedo epappoyAc



Non-Persistent HTTP Connection

* A brand-new TCP connection must be established & maintained for each
requested object

For each of these connections: TCP buffers must be allocated & TCP variables
must be kept in both the client and server

@ This can place a serious burden on the Web server
Furthermore, each object suffers a delivery delay of 2RTTs:
 one RTT to establish the TCP connection, and
* one RTT to request and receive the object

Emimedo spappoyng 26



Non-Persistent HTTP: Xpovog
OTTOKPLONG

Opiopog tov RRT:
2VVOMKOG YpOVOC OV OITOLTEITOL Y10 TNV Y n
OTOGTOAN EVOG UIKPOV TOKETOV OO TOV E{Q,«

client ctov server kot aUESOS LETA Ao T%\émvdsl TCP

server otov client. govoeon [
RTT{
Xpovog omdkpiong: eer L
* ¢va RTT yw va Eexivioer tnv TCP covoeon PPAEO 5vo
RTTS | POVOS
* ¢&va RTT ywo to HTTP aitnua xat yio to } nerddoong
npata bytes g HTTP amdvinong va Ny —
EMOTPEYEL apygiov
e Xpovog yio va petadobel to apyeio ; ;
ovvoro = 2RTT + ypdvog petadoong time time

Note: RTT includes packet propagation delays, packet queuing delays in intermediate routes and

itch n ket pr in | ' :
switches, and packet processing delays Emimedo epapuovic a7



Persistent HTTP

Nonpersistent HTTP :

F amaitel 2 RTTs ava avrikeipevo,
* OS overhead yo kafe TCP ocvvdeon

* browsers cuyvd avotyouvv
nopaiinies TCP ouvoéselg yio va,
PEPOVV AVAPEPOUEVO OVTIKEILEVQL

Persistent HTTP

 Persistent ywpic pipelining:

e 0 client ekdidel véo aitnua govo otav
1 TPONYOVUEVT amdvTon An@eosi

® | RTT yw KAOg oavapepouevo ovtikei

Persistent pg pipelining:
* default oto HTTP/1.1

* 0 Server a@nVveL T GVVOEGT] UvVoLyTY)
LETA TNV OTOGTOAN TNG ATAVINGNG
* 10 emakoAovBa HTTP unvouarto

uetaly ido1ov client/server
OTEAVOVTUL TAVO 00 TNV GVOLYTY

oLVOEDT)

A 4

e o client otéAvel oot _goiic
OVTLUETOTIGEL EVO AVOPEPOUEVO
OVTIKELLEVO

® 1 RTT ywo OAd t0. avopepOUEVQ
AVTIKEILEVQL

Enimedo spappoyhic 28



Persistent HTTP

An entire web page (in the previous example, the base HTML file and
ten images) can be sent over a single persistent TCP connection

Moreover multiple web pages residing on the same server can be sent
from the server to the same client over a single persistent TCP
connection

Typically the HTTP server close a connection when 1t isn’t used for a
certain time ( a configurable timeout interval)

With persistent HTTP with pipelining, it is possible for only one RTT
to be expended for all the referenced objects, rather than one RTT per
referenced object when pipelining isn’t used

Emimedo spappoyng 29



HTTP pavupo attHotog

* SUO TUMOL HTTP punvupatwy: aitnua, anavinon

e HTTP pAvupa aLtiuatog:

ASCII (format mou SdtaBalovtat amno tov avBpwro)

YPauUN alTr'\uaTeé\
(GET, POST, GET /somedir/page.html HTTP/1.1
HEAD evToAéc) Host: www.someschool.edu
~ |User-agent: Mozilla/4.0
rpa!.lusg Connection: close
EMKEQAAIOWY | pccept-language: £r

Carriage return
ling feed /'/Eextra carriage return, line feed)

indicates end

of message
Emimedo epappoyng 30



HTTP pAvupo tNVUMOTOG: YEVLKO
format

If

request
line

header
lines

Entity Body

Emimedo epappoync
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HTTP request message

* two types of HTTP messages: request, response

* HTTP request message:

ASCIl (human-readable format)

request line
(GET, POST,\‘ GET /somedir/page.html HTTP/1.1
HEAD commands) Host: www.someschool.edu

User-agent: Mozilla/4.0

header Connection: close
lines Accept-language: fr
Carriage refurn,—— (extra carriage return, line feed)
line feed
indicates end In this example, no persistent connection
of message

2: Application Layer 32



Movterlomoinon KaBvotépnong

2vuporcuol, TapadoyEs:

*  Ocopeiote pio (eVEN ueTacy Tov client
Kot Tov server pvOuov R

e S: MSS (bits)

* O: péyeboc object (bits)

Q: ITocog ypOVOC amatteiTon Yo
AN EVOC AVTIKEILEVOL OO
evav Web server petd g

0moGTOM) pioc aitnong; * Agv vpiotaviol ETAVATOoTOAEG(0EV

vrdpyovv anmAeleg (loss) N allowwcelg
(corruption))
Ext0g amd v cupeopnon, MéyeBoc mapabvpov:
KaOVoTEPNOT EMNPEACETAL OO« Korapyfv, Ocopsiote 5Ta0epd
* Vv gyKaBiopvon s TCP ovvoeong mopabvpo coppopnong, W segments
* NV KOOVOTEPN O ATOGTOANG e 211 GLVEYEL, OVVOUIKO Tapabvupo,
ogoouivov LOVTEAOTOLMVTAC TNV OpYN EKKivno.

* apyn EKKivnon

Enimedo spappoyhic 33



MovteAonoinon HTTP KaBuotépnonc

Assume Web page consists of:
* 1 base HTML page (of size O bits)

* M images (each of size O bits)

Non-persistent HTTP:

 M+1 TCP connections in series

* Response time = (M+1)O/R + (M+1)2RTT + sum of idle times

Persistent HTTP with pipeling:

2 RTT to request and receive base HTML file
 1RTTto request and receive M images

* Response time = (M+1)O/R + 3RTT + sum of idle times

Emimedo epappoync 34



Uploading form input

Post method:

Still the user requests a URL method:

Web page * Uses GET method

< Used when the user fillsouta * Inputis uploaded in URL field of
form (e.g., user provides request line:
search words to a search /
engine)

WWW.somesite.com/animalsearch?monkeysé&banana

 Web page often includes form
input

* Inputis uploaded to server in
entity body

2: Application Layer 35



Method types

HTTP/1.0 HTTP/1.1

e GET * GET, POST, HEAD

* POST * PUT

e HEAD uploads file in entity body to path

« asks server to leave requested object specified in URL field

out of response e DELETE
* Used for debugging deletes file specified in the URL field

2: Application Layer 36



HTTP response message

status line
(protocol
51-21“5 cod\‘ HTTP/1.1 200 OK
status phpase) Connection close
Date: Thu, 06 Aug 1998 12:00:15 GMT
header Server: Apache/1.3.0 (Unix)
——ﬁ;z; Last-Modified: Mon, 22 Jun 1998 .....
ontent-Length: 6821
ntent-Type: text/html
%6-9-,/ data data data data data
requested
HTML file

Indicateswhen the object was created or last updated
Critical in caching (proxies)

Number of bytes in the object being sent
2: Application Layer 37



HTTP response status codes

In first line in server->client response message.
A few sample codes:

200 OK
request succeeded, requested object later in this message
301 Moved Permanently

requested object moved, new location specified later in this message
(Location:)

400 Bad Request

request message not understood by server
404 Not Found

requested document not found on this server
505 HTTP Version Not Supported

401 Authorization Required

the user needs to providezz Qppllllc%'relorn L&/ggne/password -



HTTP & statefullness

Simplified HTTP servers are stateless

Often desirable for a web site to identify users because the server

wishes to restrict user access or to serve content as a function of
user identity

Mechanisms to achieve that:

e Authorization
e Cookies
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User-server state: cookies

Many major Web sites use cookies

Four components:

1) cookie header line of HTTP response message

2) cookie header line in HTTP request message
3) cookie file kept on user’s host, managed by user’s browser
4) back-end database @ Web site

Example:
 Susan access Internet always from same PC

* She visits a specific e-commerce site for first time

*  When initial HTTP requests arrives at site, site creates a unique ID and
creates an entry in backend database for ID
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Cookies: keeping “state” (cont.)

There is an identification number for a web site
the browser consults this identification number

Cookie file
amazon: 1678
ebay: 8734

one week later:

Cookie file

amazon: 1678
ebay: 8734

client

Cookie file —
ebay: 8734

usual http request msg

usual http response +
1678

< Set-cookie:

usual http request msg
cookie: 1678

server

—creates ID ¢,

Q
server %’},-
24

2
1678 for user %f%o'

= specific

usual http response msg

usual http request msg
cookie: 1678

\»

m—

usual http response msg

cookie- %

action

cookie-
spectific
action
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Cookies (continued)

aside

What cookies can bring:

Cookies and privacy:

e authorization

) e cookies permit sites to learn a lot about
* shopping carts

you
e recommendations e you may supply name and e-mail to
sites
* user session state (Web e-mail) « search engines use redirection &

cookies to learn yet more

e advertising companies obtain info
across sites

. * Price discrimination (ethical and

@  Cookies are controversiall economical issues)

Privacy & Economical issues * Value of user profile

e Data privacy vs. gains from

revealing/providing user profile
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HTTP Content

Data carried in HTTP response messages are objects from web pages,
that is, HTML files, GIFs, JPEGs, java applets, XML files

XML files are structured data often used in electronic commerce
applications (and not only)

HTTP is also used as the file transfer protocol for peer-to-peer
applications, streaming stored audio and video content
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Caching

Caches can reduce object-retrieval delays
Caches can decrease the amount of Web traffic sent over the Internet

Caches introduces a problem: a cache may be stale!

To ensure that all objects passed to the web browser are up-to-date:
Conditional GET

Request message uses GET method
Request message includes an If-Modified-Since header line
Check with the Last-modified & If-Modified-Since ficlds

The web server sends the object only if the object has been modified

since the specified date
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Web caches - proxy server
Goal: satisfy client request without involving origin server

user sets browser: Web accesses via origin
Cache server

browser sends all HTTP requests tc¢g =&
cache ﬂ

= else cache requests object from
origin server, then returns object to
client

client origin
server
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More about Web caching

e (Cache acts as both client and server
* Typically cache is installed by ISP (university, company, residential ISP)

Why Web caching?

 Reduce response time for client request

e Reduce traffic on an institution’s access link

* Internet dense with caches enables “poor” content providers to effectively deliver
content (but so does P2P file sharing)
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Caching example

origin

Assumptions servers

* average object size = 100,000 bits

* avg. request rate from institution’s
browsers to origin servers = 15/sec

* delay from institutional router to any
origin server and back to router =2 sec

1.5 Mbps

Consequences access link

e utilization on LAN = 15%
e utilization on access link = 100%

* total delay = Internet delay + access delay +
LAN delay

= 2 sec + minutes + milliseconds

@ @ = &

institutional
cache
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Possible solution

Caching example (cont)

Consequences

increase bandwidth of access link to, say, 1(1
Mbps

utilization on LAN = 15%
utilization on access link = 15%

10 Mbps

Total delay = Internet delay + access delay + LAN access link

delay
inati
= 2 sec + msecs + msecs hst

often a costly upgrade

5 (@) 5 e

institutional
cache

origin
servers

48



Caching example (cont)

¥ Install cache

suppose hit rate is .4

Consequence

40% requests will be satisfied almost
immediately

60% requests satisfied by origin server

utilization of access link reduced to
60%, resulting in negligible delays
(say 10 msec)

total avg delay = Internet delay +
access delay + LAN delay = .6*(2.01)
secs + .4*milliseconds < 1.4 secs

2: Application Layer

1.5 Mbps
access link

institutional
cache

origin
servers
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DNS:The Internet’s Directory Service

Hostnames are identifiers of hosts
eg,www.yahoo.com,calliope.ics.forth.gr
However
e they do not provide information about the network location of the host
* Difficult to be processed by routers
= Hosts can be also identified by IP addresses
1. Amnoteleital amno 4 bytes
2. ExeLavotnpn tepapxikn doun
3. AmnokaAumntel mAnpodopia ya tn B€on tou host oto Internet

To DNS petadpalel (avtiotoweil) to hostname o€ IP address

Application-layer protocol 6rtou ot DNS name servers enkowvwvouv yla va
ekteAEoouV TN «petddpaon» tov hostname o€ IP address

50



DNS: problems w/ centralized
architecture

* Asingle point of failure
 Meyalutepoc dpoptoc ano DNS queries

Oa npemneL va e€umtnpetel 0Aa ta DNS queries tou dnuioupyouvtal amo
EKATOVTAOEC XIALAOEC CUOKEVEC

 MeyalUtepeg KABUOTEPNOELC

Amootoon ano HLa KEvtplkomnolnuevn database mou ocuvelodpEpeL oe
neyaAUTtepeg kKaBuotePNOELS AOYW TNC LEYAANC amooTaonG TnG oo ta hosts

*  Au&nUEVO KOOGTOC CUVTINPNONG
Ba €xope pLa tepaotia database yia oAokAnpo to Internet

Yriapyouv kat authentication & authorization B€pata otav enttpénou e
OTIOLOOATIOTE XProTN va «eyypadel» Eva host e TNV KEVTPLKOTIOLNUEVN

database
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Apxttektovikn tou DNS

 Karaveunuévn database ano name servers o€ tepapyitkn doun

* Application-layer protocol 6mtou oL name servers emnikowvwvouLV yla va
ekteAEoouV TN «petddpaon» tov hostname o€ IP address

 To npwtokoAAo tpocdLopilel TOV TPOTIO EMLKOWVWVIOC
*  petall tTwv hosts Tou oTéAVoOUV queries KoL TwV hame Servers Tou amavioy'

& Xpnotlpomolel kupiwg UDP
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Apxttektovikn tou DNS

Local name servers

* Each ISP (e.g., university, company, residential ISP) has a local name server
(default name server)

* When a host issues a DNS query message, the message is first sent to the host’s
local name server

 The IP address of the local server is typically configured by hand in a host

e.g., Runin the same LAN as the client host

Root name servers

When a local name server cannot immediately satisfy a query, the local name
server behaves as a DNS client and queries one of the root name servers

Authoritative name servers
* A name server in the host’s local ISP

* (def.) a name server is authoritative if it always has a DNS record that translates
the host’s hostname to that host’s IP :
RRALSS Spapuoviic 5



Distributed, Hierarchical Database

Root DNS Servers
com DNS servers org DNS servers edu DNS servers
/ \ ‘ ly.edu umass.edu
ahoo.com  amazon.com pbs.org e
)II/)NS servers DNS servers DNS servers DNS serversDNS servers

Client wants IP for www.amazon.com; 15" approx:

7 Client queries a root server to find com DNS
server

7 Client queries com DNS server to get amazon.com
DNS server

7 Client queries amazon.com DNS server to get IP
address for www.amazon.com




DNS: Root name servers

3 contacted by local name server that can not resolve name

T root name server:

+ contacts authoritative name server if name mapping not know

+ gets mapping
% returns mapping to local name server

a Verisign, Dulles, VA

¢ Cogent, Herndon, VA (also Los Angeles)

d U Maryland College Park, MD k RIPE London (also Amsterdam,
g US DoD Vienna, VA Frankfurt)

h ARL Aberdeen, MD i Autonomica, Stockholm (plus 3
j Verisign, ( 11 Iocatlons) / other locations)

m WIDE Tokyo

e NASA Mt View, CA
f Internet Software C. Palo Alt
CA (and 17 other locat

b USC-ISI Marina del Rey, CA
| ICANN Los Angeles, CA

13 root name
servers worldwic



TLD and Authoritative Servers

3 Top-level domain (TLD) servers: responsible
for com, org, net, edu, etc, and all fop-level
country domains uk, fr, ca, jp.

+ Network solutions maintains servers for com TLD
+ Educause for edu TLD

3 Authoritative DNS servers: organization's
DNS servers, providing authoritative
hostname to IP mappings for organization's
servers (e.g., Web and mail).

% Can be maintained by organization or service
provider



Local Name Server

3 Does not strictly belong to hierarchy

J Each ISP (residential ISP, company,
university) has one.

+ Also called "default name server”

3 When a host makes a DNS query, query is
sent to its local DNS server

+ Acts as a proxy, forwards query into hierarchy.

Emimedo spappoyng 57



EX QmE I e root DNS server

7 Host at cis.poly.edu
wants IP address for
gaia.cs.umass.edu

S server

local DNS serve
dns.poly.edu

[ 5
@ au’rhoriTaTie DNS sem
dns.cs.umass.edu

1

requesting host
cis.poly.edu

galia.cs.umass.ed



R

recursive guery:

ecursive querie

S

O

puts burden of name
resolution on
contacted name

TLD DNS se
server
3 heavy load?
local DNS server 4
iferated guery: dns.poly. edu .
= N A 4
M contacted server 1 I 8 L/
replies with name of
server to contact @ authoritative DNS server
7 “I don't know this . dns.cs.umass.edu
. requesting host
hame, but ask this i o1y . edu
server”

gaia.cs.umass.edu



Another Example on DNS

< Domain name resolvers determine the appropriate domain name servers
responsible for the domain name in question by a sequence of queries
starting with the right-most (top-level) domain label.

.DNS recursor consults three name servers to resolve the address
www.wikipedia.org.

@eswmw root
nameserver
/.ﬁ:’/ ora.

T T | 204.74112.]

DNS Recurser ~=——e 14213120
%_’ T—
-l fAR AR R AR Wl lpe |a org
(\—‘“% URIINASTNR 207.142.19).284
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Another Example on DNS (cont'd)

The process entails:

1 > A network host is configured with an initial cache of the known addresses
of the root names servers.

Such a file is updated periodically by an administrator from a reliable source.

2 > A query to one of the root servers to find the server authoritative
for the top-level domain

3 > A query to the obtained TLD server for the address of a
DNS server authoritative for the second-level domain.

4 > Repetition of the previous step to process each domain name label
in sequence,

until the final step which returns the IP address of the host sought.



DNS: Astwtoupyia (1/5)

Xpnotuormoleitatl oo noAAd tpwtokoAAa oto application layer

O browser “Bplokel” to hostname (e.g., www.someschool.edu) oto URL
Kal «tpowBei» To hostname oto DNS client mou tpExeL 0TO TOTILKO

Hnxavnua.
O DNS client ot€Avel éva DNS query ntou rieptéxel to hostname oe €va DNS
server

O DNS client 6o AaBel TeAlka pLa artavtnon mou nepLleExeL to IP address yla
To hostname

O browser Ba avoiéel peta pa TCP ouvdeon otn diepyaoia tou HTTP
server tou Bpioketal og avth tnv IP dtlevBuvon

To DNS cuvelodEpel e pla kaBuotepnon ...
H IP address pmopet va Bpioketal cached oe yettovikdo DNS name server, to

ortoio Ba edattwoeL Tnv cuVoOALKN pegR k@PUaTEARON Aoyw tou DNS o



DNS: caching and updating records
(2/5)

Once (any) name server learns mapping, it caches mapping
1. cache entries timeout (disappear) after some time
2. TLD servers typically cached in local name servers

* Thus root name servers not often visited

update/notify mechanisms under design by IETF

RFC 2136
http://www.ietf.org/html.charters/dnsind-charter.html
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DNS records (3/5)

DNS: distributed db storing resource records (RR)

RR format: (name, value, type, ttl)

(1 Type=A
<% name is hostname
% wvalue is IP address

Type=NS
— name is domain (e.g. foo.com)

— wvalue is hostname of
authoritative name server for this
domain

I Type=CNAME
< name is alias name for some

“canonical” (the real) name

www.1bm.com is really
servereast.backup2.ibm.com

% wvalue is canonical name

1 Type=MX
% value is name of mailserver
associated with name
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DNS protocol, messages (4/5)

DNS protocol : query and reply messages, both with same
message format

identification flags T
msg header
" identification: 16 bit # for number of questions number of answer RRs 12 bytes
query, reply to query uses number of authority RRs [ number of additional RRs l
same #
[ flags: questions
. (variable number of questions)
< query or reply
< recursion desired o
< recursion available (variable number of resource records)
<+ reply is authoritative .
authority
{variable number of resource records)
additional information
(variable number of resource records)
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DNS protocol, messages (5/5)

identification

flags

Name, type fields

number of questions

number of answer RRs

for a query

number of authority RRs

number of additional RRs

12 bytes

RRs in response

R

questions

{variable number of questions)

to query\‘

answers

(variable number of resource records)

records for

authoritative servers

authority

{(variable number of resource records)

=2

additional “helpful”" __—"

additional information

(variable number of resource records)

info that may be used

2: Application Layer
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DNS: load distribution

To DNS BonBa otnv katavoun ¢poptou oe «aviiypada» twv servers
(replicated servers)

Eva dnpodAEG site pumopei va Satnpet pla «pappa» armo servers, To
kaBeva pe dtadopetikn IP address

DNS yvwpilelL to ouvolo avtwv twv IP addresses

Otav o DNS client ot€Avel pla query ylot €vol OVOLOL TTOU OVTLOTOLXEL O€ Eval
ouvolo StevBlvoewyv, o DNS server amavtd otéAvovrac 0Aec tic IP
addresses, oA\ aAAalovToC TN OEPA TOUC

O client ouvnBwc¢ otéAvel to TCP connection otnv npwtn IP address ko pe
QLUTO TOV TPOTIO KATOVEETOL TO PpopTio oe OAouc Touc replicated servers
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DNS: recursive & iterative queries

When a host or name server A makes a recursive query to a name server B,
then name server B obtains the requested mapping on behalf of A and then
forwards the mapping to A

The DNS protocol also allows for iterative queries at any step in the chain
between requesting host and authoritative name server

When a name server A makes an iterative query to name server B, if name
server B does not have the requested mapping, it immediately sends a DNS
reply to A that contains the IP address of the next name server in the chain,
say hame server C

DNS caching is used to improve delay performance
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Electronic Mail |mIEeuer

[0 user mailbox

Three major components:
* user agents
* mail servers

* simple mail transfer protocol: SMTP

User Agent

a.k.a. “mail reader”

composing, editing, reading mail
messages

e.g., Eudora, Outlook, elm, Netscape
Messenger

outgoing, incoming messages stored on
server
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Electronic Mail: mail servers

alr
Mail Servers // .

* mailbox contains incoming messages
for user

* message queue of outgoing (to be
sent) mail messages

e SMTP protocol between mail servers
to send email messages

— client: sending mail server

— “server”: receiving mail server
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Electronic Mail: SMTP [RFC 2821]

e uses TCP to reliably transfer email message from client to server port 25
» direct transfer: sending server to receiving server
* three phases of transfer
— handshaking (greeting)
— transfer of messages
— closure
« command/response interaction
* commands: ASCII text
* response: status code and phrase
messages must be in 7-bit ASCI|
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Scenario: Alice sends message to
Bob

1) Alice uses UA to compose message 4) SMTP client sends Alice’s message over tt
and “to” bob@someschool.edu TCP connection

2) Alice’s UA sends message to her mail 5) Bob’s mail server places the message in
server; message placed in message Bob’s mailbox
queue 6) Bob invokes his user agent to read messag

3) Client side of SMTP opens TCP
connection with Bob’s mail server
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Sample SMTP interaction

S: 220 hamburger.edu
C: HELO crepes.fr
S: 250 Hello crepes.fr, pleased to meet you
C: MAIL FROM: <alice@crepes.fr>

S: 250 alice@crepes.fr... Sender ok
C: RCPT TO: <bobfhamburger.edu>
S: 250 bob@hamburger.edu ... Recipient ok
C: DATA
S: 354 Enter mail, end with "." on a line by itself

C: Do you like ketchup?
C: How about pickles?
C: .
S: 250 Message accepted for delivery
C: QUIT
S: 221 hamburger.edu closing connection
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Try SMTP interaction for
yourself:

 telnet servername 25

* see 220 reply from server

 enter HELO, MAIL FROM, RCPT TO, DATA, QUIT commands

above lets you send email without using email client (reader)

2: Application Layer
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SMTP: final words

SMTP uses persistent connections  Comparison with HTTP:
SMTP requires message (header

HTTP: |
& body) to be in 7-bit ASCII Py "
SMTP server uses CRLF .CRLF SMTP: pus
to determine end of message e both have ASCII

command/response interaction,
status codes

e HTTP: each object encapsulated
in its own response msg

e SMTP: multiple objects sent in
multipart msg

2: Application Layer
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